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1.0
INTRODUCTION

1.1
Report Introduction

This report, delivered by KPMG Audit Plc (KPMG), relates to the tScheme Assessment of the Electronic Trust Service known as SecureMark provided by: 


Equifax Secure Limited, 

Capital House

25 Chapel Street

London

NW1 5DS

The author of this report is Nasim Ahmad who, together with Ana Burman, performed the Assessment during the period between the 20th July 2004 and the 29th July 2004.

The Assessment was undertaken against the tScheme Approval Profiles as identified within section 2.1 of the Certification Statement section in this report.

1.2
Key References

The following reference points apply:

	S3A:
	SecureMark Equifax PLC, Specification of Service Subject to Assessment, Version 2.0, June 2003



	Service (Certificate) Policy(ies):
	None

	Service (Certificate) Practice Statement(s):
	Equifax SecureMark Certificate Practice Statement, Version 3.0, July 1st 2003

	Service PDS(s):
	Equifax Service Policy Disclosure Statement, Version 1.0, June 2003 

	Web-site
	www.equifaxsecure.co.uk  



1.3 
Copyright and Acknowledgements

Statement of Confidentiality

The contents of this report including any notes and checklists completed during this Assessment will be treated in strictest confidence, and will not be disclosed to any third party without written consent of the customer, except as required by the engagement letter or tScheme requirements.

In accordance with Clause 7 of our General Terms of Business, Equifax Secure Limited, may use this report as supplied by us on the basis that it is for their benefit and information only and that it shall not be copied, referred to or disclosed, in whole (except for your own internal purposes) or in part, without our prior written consent.
2.0
Certification Statement
We, KPMG Audit Plc of One Canada Square, London, E14 5AG certify that the management system used to deliver the SecureMark Service, covering business to business applications as supplied by Equifax Secure (Equifax) meets the requirements of BS 7799 Part 2:2002 and the criteria defined in the following tScheme Approval Profiles:

· tSd0111 – Base Approval Profile, Issue 3.0

· tSd0102 – Certificate Authority, Issue 3.0
· tSd0042 – Registration Services, Issue 3.0
· tSd0104 – Certificate Generation, Issue 3.0
· tSd0105 – Certificate Dissemination, Issue 3.0
· tSd0106 – Certificate Status Management, Issue 3.0

· tSd0107 – Certificate Status Validation, Issue 3.0
· tSd0108 – Identity Services, Issue 2.0
The assessment was also performed in accordance with:

· HMG's Minimum Requirements for the Verification of the Identity of Individuals v2.0

· HMG's Minimum Requirements for the Verification of the Identities of Organisations v2.0
The assessment did not use any additional guidelines and excluded Qualified Certificate criteria.

There are a number of scope and service definitions that are applicable to this review and included:

tScheme

The Public Service Description as covered within the S3A is:

“SecureMark certificates are for use by individuals and businesses within the community of the United Kingdom. The application and registration process for a SecureMark certificate to perform secure transactions with various organisations is carried out electronically and through a secure operational infrastructure. 

SecureMark Certificates provide validation and verification of the individual and business listed in the certificate using online authentication tools and other enhanced procedures. On receiving a SecureMark certificate, the subscriber can then carry out various functions such as access and registration for government services, signing tax and other reporting forms, and e-mail.

SecureMark certificates are stored in the subscriber’s browser, the supported versions being restricted to ensure the security strengths of at least 128 bit encryption are not compromised. The certificates are generated using the latest X.509 and S/MIME standards..

Equifax Secure Limited will only issue SecureMark certificates to individuals and businesses that undergo a registration process that provide substantial assurance that the applicant’s identity exists, that the applicant owns the identity, that the business exists and the applicant has been granted the right to obtain a certificate on behalf of the business. This is in accordance with the Level Two classification specified in the HMG’s Minimum Requirements for the Verification of the Identity of Individuals and Organisations.
Each individual and business accepts an Equifax Subscriber Agreement, which binds each subscriber to a clearly defined set of Terms and Conditions under which the digital certificates may or may not be used. Each relying party also has an agreement in place that confirms the services expected.

More detail regarding the above including Equifax Secure Limited obligations and liability to subscribers and relying parties can be found in the Certificate Policy / Service Policy (PKI) Disclosure Statement and the Certificate Practice Statement which can be located on:
‘http://www.equifaxsecure.co.uk/policies/index.html.’”
The date of this report is the 29th July 2004 and therefore supersedes all previous iterations of this report submitted to Equifax Secure Limited and tScheme Limited.
Nasim Ahmad, Manager, on behalf of KPMG Audit Plc, has made this declaration on the 29th July 2004.

2.1
Qualifications to the Certification

During the assessment process, improvements and observations were identified and recorded on an Improvement Note Register in Appendix 1. These findings are also referenced on the Evidence Summary Table within Section 3.2 of this report.

In the context of tScheme and in support of UKAS accreditation criteria the following definitions apply:

Major:
A major non-compliance against the tScheme criteria that requires review and appropriate action but does have a significant risk rating that impacts on the required compliance integrity levels which prevents initial, or continued, recommendation for tScheme approval.  

Minor:
A minor non-compliance against the tScheme criteria that requires review and appropriate action in a timely manner, but does not have a risk rating that impacts on the required compliance integrity levels to prevent initial, or continued, recommendation for tScheme approval.  

Observation:
A witnessed occurrence which could be of a subjective (best practice) nature or where it is encouraged that a certain activity would benefit from a more detailed review.

Proposed remedial actions to address the findings on the Improvement Note Register need to be forwarded to Nasim Ahmad at KPMG for review before the 30th August 2004. The target dates for completion of the agreed actions should not exceed 3 months from the 20th August 2004. These will be monitored, tracked and verified for closure during the continuing assessment visit cycle, which will be every 6 months, commencing from the date of tScheme approval, typically within 6 months of the completion of this Assessment; January 2005. A report confirming the status of these findings shall be produced at that time for use by Equifax Secure Limited and tScheme Limited to establish whether the integrity of the tScheme Approval is still being maintained.

All findings on the Improvement Note Register are for issues that are not in serious breach or non-compliance with the tScheme criteria. They will enable the tScheme Service, supporting organisation and (management system) framework to be further improved. Therefore, as no Major findings were identified or outstanding at the completion of the Assessment, the Service was deemed to be acceptable and, therefore, recommended for continued tScheme Approval.
3 METHOD AND EVIDENCE EMPLOYED

3.1
Summary 

The assessment methodology used was based on documentation review, review of the information security management system pertinent to SecureMark, interviews, witnessing key processes (in this case the business registration process for SecureMark customers) and viewing objective evidence resulting from the outputs of the processes.  

The assessment process was planned and managed using the same UKAS (United Kingdom Accreditation Service) accreditation criteria as laid down in ISO Guide 62, EA-7/03 for BS 7799 assessment and certification activities and CIS 3, UKAS Guidance for the application of EN 45012 and EA-7/03 to the Certification of Electronic Trust Services for Approval under tScheme.
This review included activities as outlined in the Project Plan. In addition, any issues raised during the previous surveillance audit were assessed to ensure that they had been satisfactorily addressed. The overall objective was to establish on going compliance with the tScheme Approval Profiles and BS 7799:2 2002. In addition, any issues raised during the previous surveillance audit were assessed to ensure that they had been satisfactorily addressed. Specific areas of focus included:

· An assessment of the status of the ISMS documentation.

· An assessment of the SecureMark services against tScheme Approval Profiles for Certificate Status Management, Certificate Status Validation, Identity Services, Registration Services, and the Base Approval Profile. The assessment was also performed against HMG guidelines.

The assessment also ensured continued compatibility with ISO 9001:2000 in accordance with CIS 3.

The Evidence Summary Table below confirms that an assessment of the SecureMark Registration Authority technical infrastructure and risk analysis was carried out and found to be in conformance with the applicable tScheme Approval Profiles. 

Any findings were followed up throughout the period of the Assessment with any outstanding issues, of a non-significant nature being the subject of the next Assessment visit. These are referenced from section 2.1 of this report.
3.2 Evidence Summary 
tScheme Evidence Summary Table

	Profile
	Clause Category
	Compliance

	Base - tSd 0111

	BPMC
	3.1 Business probity and management competence
	Yes with Observation – See IMP-09.
· Specification of Service Subject to Assessment, Version 2.0, Section 2.3.
· Plans and records reviewed for audits covering SecureMark activities in the UK.

· Compliance with Data Protection and Retention seen.

	MSPP
	3.2 Management and security policies and procedures
	Yes with Observation – See IMP-01, IMP-02, IMP-03, IMP-08, IMP-10, and IMP-11.
· Risk Assessment and Risk Management Reports. ISMS via BS 7799 certification process, business continuity procedures, SecureMark operating procedures, SecureMark CPS.
· SecureMark Inventory of Information Assets reviewed.
· Formalised ISMS in compliance with BS 7799 implemented for all SecureMark activities. This covers the Information Security Policy, Infrastructure, Controls and Operating Procedures.

· Information Security Policy, Version 1.0, January 2003;
· Group Information Security Standards Manual, Version 2.3, October 2002.
· Business Continuity and Disaster Recovery Plans for Wexford, Version 3.0, 01/12/03.
· Equifax SecureMark Certificate Practice Statement and Service Policy address records, event logging and time recording of events.

	ATI
	3.3 Assurance of technical infrastructure
	Yes with Observation – See IMP-01
· Risk Assessment reports, asset inventories, certificate practice statement, statement of applicability.

	SPU
	3.4 Suitability of personnel used
	Yes

· Information Security Manual and personnel policies and procedures, CV’s and Job Definitions. 

· Access control lists to SecureMark operational environment.
· Job descriptions for SecureMark personnel.

	XPTC
	3.5.1 External relationships
	Yes

· Security Risk Analysis (GD331 reports), service level agreements with IBM. 

	STES
	3.5.2 – Suppliers of technology, equipment and general support services
	Yes 

· IBM have been contracted to supply and support the IT Service Delivery and Management Services to Equifax. This is governed by contractual arrangements between IBM and Equifax. 
· SLAs in place with critical Internet Service Providers (US) with monitoring being carried out and by IBM.
· Geotrust provide CA hosting services.


	SRPP
	3.6 Service related policies and procedures – Operational Service
	Yes

· SecureMark is in operation.

	SRPP
	3.6 Service related policies and procedures – Information for Users
	Yes with Observation – See IMP-12
· SecureMark Equifax, plc, Specification of Service Subject to Assessment.
· Equifax Certificate Practice Statement.
· Equifax Service Policy Disclosure Statement.
· Equifax SecureMark Subscriber Agreement.

	SRPP
	3.6 Service related policies and procedures – Information for Assessors
	Yes

· Equifax Certificate Practice Statement.
· Internal Audit Procedures.

	ELC
	3.7 Enterprise Level Criteria
	Yes

· Specification of Service Subject to Assessment.
· ISMS.
· Equifax CPS.

	
	Schedule 2 
	Yes 

· Service Policy Disclosure Statement.

	Identity Services - tSd0108

	SI
	3.1 Service Information
	Yes

· The criteria is covered by the SecureMark CPS, Equifax website and Service Policy Disclosure Statement.

	PROX
	3.2 Proxies
	Not Applicable. Proxy registrations are not performed.

	DP
	3.3 Data Protection
	Yes

· Service Policy Disclosure Statement and SecureMark CPS.

· Data Protection Registration.

	RA
	3.4 Registrant Agreement
	Yes

· Service Policy Disclosure Statement and SecureMark CPS.

	RP
	3.5 Relying TSP Agreement
	Yes

· Service Policy Disclosure Statement

	DC
	3.6 Delivery of Credentials
	Yes

· SecureMark Administrative Procedures, Walk through conducted of registration process (delivery performed via a secure session).

	IP
	3.7 Internal Procedures
	Yes

· SecureMark Verification Procedures for Digital Certificates Processing, SecureMark Administrative Procedures.

	RECS
	3.8 Records
	Yes

· RA database, registration logs.

	Certificate Status Management - tSd0106

	SD
	3.1 Service Definition
	Yes

· The criteria is covered by Service Policy Disclosure Statement, SecureMark CPS, SecureMark Administrative Procedures.

	IP
	3.2 Internal Procedures
	Yes with Observation – See IMP-13
· SecureMark Verification Procedures for Digital Certificates Processing, SecureMark Administrative Procedures.

	RECS
	3.3 Records
	Yes

· Subscriber Obligations and Agreement, RA logs.

	Certificate Status Validation

	SI
	3.1 Service Information
	Yes with Observation – See IMP-13

The criteria is covered by Service Policy Disclosure Statement, SecureMark CPS, SecureMark Administrative Procedures. However, it was observed that the SecureMark website states that a request for certificate revocation is actioned within a 48 hour period. It is suggested that the risks associated with allowing a compromised certificate to remain active for a period of 48 hours before it is revoked be assessed.

It was also observed that the CPS states that a certificate will be revoked by the next business day. This is inconsistent with the statement in the Website and therefore Equifax should consider ensuring that the website is consistent with the CPS.

	RP
	3.2 Relying Party Agreement
	Yes
· Detailed on SecureMark Website.

	IP
	3.3 Process Documentation
	Yes
· Operational documentation in place detailing the full certificate lifecycle, including procedures for managing and validating the status of certificates.

	RECs
	3.3 Records
	Yes

· Subscriber Obligations and Agreement, RA logs.

· Software log files.

	Registration Services - tSd0042 

	SI
	3.1 Service Information
	Yes

· The criteria is covered by the SecureMark CPS, Equifax website and Service Policy Disclosure Statement.

	PROX
	3.2 Proxies
	Not Applicable. Proxies are currently not accepted by Equifax.

	DP
	3.3 Data Protection
	Yes

· Service Policy Disclosure Statement and SecureMark CPS.

	RA
	3.4 Registrant Agreement
	Yes

· Service Policy Disclosure Statement and SecureMark CPS.

	RP
	3.5 Relying TSP Agreement
	Yes

· Service Policy Disclosure Statement.

	DC
	3.6 Delivery of Credentials
	Yes

· SecureMark Administrative Procedures, Walk through conducted of registration process (delivery performed via a secure session).

	IP
	3.7 Internal Procedures
	Yes

· SecureMark Verification Procedures for Digital Certificates Processing, SecureMark Administrative Procedures.

	RECS
	3.8 Records
	Yes

· RA database, registration logs.


3.3
Major Milestones

The assessment commenced on the 20th July 2004 and was completed during the period including and up to the 29th July 2004.
The KPMG tScheme assessment plan was used to ensure that the required scope of the Registration Activities for the Equifax SecureMark Limited service conducted in Wexford, Ireland was covered.

Prior to this assessment visit, an interim surveillance assessment visit was conducted in December 2003.

This stage was carried out at Equifax SecureMark Limited, Wexford, Ireland, and involved key personnel as identified in section 3.5 below.

3.4
Key Personnel

The key personnel interviewed during the process were:

	Name
	Job Title/Position

	Peter Nota
	Information Security and Compliance Director

	Claire Walker
	SecureMark Administrator

	Paul Bonnington
	Service Delivery Assistant

	Aidan Conway
	Operations Manager

	Brendon Morgan
	Service Delivery Manager

	Paul Cummings
	Training Manager

	Norah Cousins
	Technical Author


4.0 
ASSESSOR COMMENTS

The next visit in January 2005 is planned to cover any changes, additional service applications and further sampling of the Service in operation. 

5.0 
REPORT APPROVAL

	Equifax SecureMark Printed Name and Signature:


	Date:


	KPMG Team Leader Printed Name and Signature:


	Date:


	KPMG Audit Plc Director Printed Name and Signature:


	Date: 
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