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"This car has so many safety gadgets that you'll never get hurt in it," boasted my friend nearly killing us all as he narrowly missed a lorry.  What better illustration that technology alone is not enough?  Give me an old banger with a well-trained, careful driver any time.

The same is surely true for electronic transactions.  For over 25 years, experts have understood with increasing proficiency how the technology of cryptography can make electronic transactions secure in all senses of that word – giving privacy, integrity and authenticity.  It can also add non-repudiation if needed.  But technology, no matter how good, is rarely the whole answer.  Think of that car.  We have to trust the humans who deploy the technology on our behalf just as much as the technology itself.

No one doubts the ability of commerce through electronic transactions to change the world for the better – reducing costs, increasing choice, opening new markets and the like.  It's for this reason that the UK government is, in the words of Patricia Hewitt the Secretary of State for Trade and Industry, working "to ensure that the UK is the best place in the world for e‑commerce."  Other governments across the world have made similar declarations.

There is equal consensus that these benefits cannot arrive until participants become confident about security.  They have to be able to distinguish between what is worthy of trust and what is not, especially when there is no other contact than through the computer screen.  Steve Marsh, Head of Security and Authentication at the UK's Cabinet Office, sums this up, "Of course, electronic trading partners can claim to ensure reliability  by meeting technical standards or using the right technologies, but what is the person relying on it to believe, especially where transactions are taking place across Europe or with suppliers on the other side of the world?  Business people and consumers need something which they can recognise and understand and which indicates reliably what is worthy of trust and what is not."

That is where tScheme enters the picture.

At the heart of almost all technological plans for ensuring security in electronic transactions, particularly across open networks like the Internet, lies the concept of the trusted third party.  This is a person, or more likely an organisation, trusted by both of the primary parties to a transaction.  In the tangible world, we're familiar with using references as a way of ensuring that someone is or does what he says.  For example, before issuing a loan, a finance house will confirm any claimed salary with the applicant's employer.  The important thing is that the lender trusts the employer to tell the truth, in this case out of disinterest and the desire to retain reputation.  In the same way, life insurance companies consult applicants' doctors about health status.  In some communities, "phone a friend" is the way it's done.

In cryptography, the trusted third party generates, stores, vouches for, or whatever, the critical data which the cryptographic technology then uses to perform its task.  He typically issues a signed certificate – technically known as a digital certificate – which a recipient can then use to authenticate and underwrite electronic transactions to which it applies.

The business applications for digital certificates go far beyond simply placing an order over the Internet for goods or services, popularly seen as the prime focus for electronic commerce.  This is merely one aspect of the true potential for driving growth in the global economy.  Signing and exchanging contracts, submitting sensitive project reports from sites halfway across the world, countersigning legal submissions in compliance with health, safety and environmental obligations, and providing reliable assurances of good faith – these are all applications in which digital certificates are used today.

A current example of a pioneering application is a pathology messaging service, set to save family doctors time and money, which e-mails laboratory test results direct to doctors instead of using slower and more costly paper reports that need re-keying.  Run by the NHS Information Authority, this electronic messaging service, safeguarded by ViaCode as the TSP, meets the exacting demands of the BMA and the Royal Colleges of Pathology and General Practice for its robust security.  This and every new application for digital certificates that comes along – and there is plenty of scope for creativity and imaginative development – brings enormous benefits, not only in creating new ways of doing business remotely, across the global, but also in time, cost and risk reduction.

What we need is a way of checking that the humans, and the trusted third party systems they operate ‑ in this case to create, issue and manage the digital certificates ‑ are genuinely up to the task.  The equivalent in aviation might be the periodic check that a pilot undergoes relating to his commercial pilot's licence for the type of plane he flies.  tScheme does something similar for the electronic trust services offered by those trusted third parties.

tScheme is not alone in tackling the problem of ensuring that those who provide electronic trust services, or in the popular shorthand TSPs, are up to the task.  Across Europe and elsewhere, national governments have recognised the importance of TSPs operating to high standards so that the intended growth of electronic transacting does not stumble because of a sudden loss of faith caused by TSPs failing to be as trustworthy as supposed.  The UK government has endorsed tScheme as the way forward for the UK's electronic trust services, in part because it is industry led and independent.  However, in borderless cyberspace any geographic implication has to be rather tenuous.  tScheme can, and in time almost certainly will, apply to services provided and used well beyond the UK's borders.  There is already well-developed pan-European activity which should lead to mutual recognition among Europe's various schemes.  There is similar activity on a world scale.

Geoff Smith of the UK's Department of Trade and Industry observes, "All the EU's member states have agreed to ensure the achievement by TSPs of high performance standards by using appropriate regulation and oversight.  This is vital for the electronic version of the single market.  We want the UK consumer to be completely comfortable with a German or Greek retailer and vice versa.  We don't want borders to appear in cyberspace created by differences in trustworthiness.  tScheme provides what we want for the UK."

tScheme is an industry-led scheme, organised around a not-for-profit limited company, owned by its members who are a representative collection of organisations with a common interest in making confidence in electronic transactions a reality.  It's an industry self-regulatory scheme.  The underlying organisation – tScheme Limited – officially came into being in May 2000, but this followed many months of hard work.  Over more than three years, the founders worked on developing and implementing the way tScheme works.  This was pioneering work because there was no role model anywhere in the world.  But now, the initial implementation is open for business.

Jim Pang, who is Director of Electronic Services for the Royal Mail, part of Consignia, was one of the founders.  He is also the Deputy Chairman of tScheme Limited.  He remembers, "When we began we were just a bunch of enthusiasts with a common vision.  We relied completely on the good services of volunteers from companies like IBM and BT and the support of trade associations like the CBI and the FEI.  The Government was always very supportive too.  Everyone is now very proud of what we've achieved."

At the heart of tScheme lies the "grant of approval".  tScheme grants its approval to individual electronic trust services as operated by the TSPs applying for approval.  Approved services can display the tScheme approval mark and describe themselves as tScheme approved.  Their providers also commit themselves to abide by a Code of Conduct and to other important points of continuing good behaviour.  But the vital first step to approval is to show that the service attains and operates to currently accepted best practice.

tScheme has developed sets of criteria, known as approval profiles, which reflect current best practice.  Each profile relates to an aspect of electronic trust services and describes acceptance criteria against a number of dimensions.  Some of these are essentially technical; others are decidedly human.  For example, the text description of the service which its users will read must clearly and correctly describe what the service actually does.  And then the service's operator must be stable, properly resourced and able to meet any liabilities which may arise.

The criteria encourage conformance wherever possible to existing, popular standards rather than invent needless new ones or variants of old ones.  For example, in describing the criteria for the security of servers and files, the approval profiles refer to ISO/IEC 17799 which is a widely-used standard for appraising information technology security systems.  Similarly, where the service complies with the EU Directive for electronic signatures, it is expected to show conformity with the new standards emerging from the work of the European Electronic Signature Standardisation Initiative.  The end result is comprehensive and rigorous while remaining pragmatic.

Stephen Upton, the tScheme Chief Executive, sees this as a distinct strength.  "Developing new standards is costly and time-consuming.  The success of tScheme depends on its taking a realistic, pragmatic approach.  In particular, we see the need to keep the costs of satisfying the tScheme criteria as low as possible for TSPs trying to build a presence in this emerging market.  But there also has to be no loss of rigour.  It's therefore right to build on standards that organisations are familiar with and may already have used in relation to their service offerings.  This way everyone wins."

The procedure for obtaining a grant of approval optionally starts with the TSP applying to tScheme for registration of its service as an applicant.  This formalises a relationship between the TSP and tScheme and sets a timetable for achieving the grant.  Whether registered or not, the TSP then commissions a tScheme-recognised assessor to audit the service.  A recognised assessor is someone qualified to perform assessments through a national accreditation scheme, such as UKAS in the UK, trained in the application of this capability in the tScheme context and licensed by tScheme to use its copyrighted material.

At the end of the audit, the assessor produces a report which, among other things, certifies that the service satisfies the named approval criteria.  The TSP presents this report to tScheme in support of the application.  tScheme's approvals committee, specially selected to ensure no commercial conflicts of interest, considers the application and the report and, providing that all is in order, grants the approval.

Once tScheme decides to grant approval, this is confirmed when the TSP signs an agreement with tScheme and receives the Approved Service Mark.  He can use this anywhere he chooses in association with the service.  If this is on a Web page, a hyperlink directs the viewer to tScheme's own Web site where the viewer can confirm the grant as authentic and discover all the details of the grant such as the detailed contents of the approval profiles used.  For the benefit of the non-expert viewer, tScheme pays particular attention to describing in simple terms what its role has been in the approval and the degree of assurance this approval gives anyone relying on the approved service.  tScheme also encourages the viewer to contact tScheme directly if he or she has any doubts about the service.  tScheme undertakes to investigate any complaint it receives and may as a result withdraw approval.

Every tScheme approved service undergoes an independent, regular health check to ensure that it continues to satisfy all the necessary criteria.  During the period between health checks, tScheme may also improve the approval profiles and the service will then have to satisfy the new criteria at its next check.  The TSP also undertakes to inform tScheme of any change to the approved service which might take it outside the envelope of its earlier approval.  The result is a practical approach to ensuring that what is currently approved is highly likely to be worthy of that approval.

Andy Scott, Director for International Competitiveness at the CBI and Chair of the tScheme approvals committee, observes, "It can never be just a matter of a service jumping through a hoop and then relaxing into bad ways.  We have to ensure that any service which gains approval keeps up to the mark.  It's what a service is like months after winning approval that really counts.  We have consumed a considerable amount of brain time developing a way of making sure that what we have approved deserves to remain approved."

tScheme has completed its first set of approval profiles.  It has assembled the supporting documentation which guides TSPs and assessors as they work towards grants of approval.  There has been a trial assessment of a real service.  tScheme is in the final stages of negotiation with a number of organisations who wish to gain recognition as assessors or to offer training courses for TSPs.  Model contracts and scales of fees are also completed.  Six TSPs have submitted details of a total of seven services by registering for applicant status.  Most important of all, tScheme has awarded its first approval.

Andy Ross from the Royal Bank of Scotland which operates TrustAssured, the first approved service, reports, "We are delighted to become the provider of the first, fully approved, electronic trust service in the UK.  The award of the tScheme mark endorses the integrity of our TrustAssured product range and confirms that we are committed to delivering best in class e-commerce solutions to our customers.  tScheme is putting strenuous benchmarks in place, and it is natural that end-users will migrate to the services which have met and exceeded these robust security standards."
Meanwhile, there is an agreed financial plan showing how tScheme will continue forward as an independent entity.  In other words, the parts are rapidly coming together.  By mid-2002, end users will start to become familiar with the tScheme approval mark as approved services begin to appear on the market.

Of course, all this activity and achievement leaves unanswered the biggest question – will it work?  Will it increase actual and perceived trustworthiness?  All tScheme's supporters readily admit that there is no certainty in this business.  tScheme's origins span the dot com boom and bust, but it has survived and support for it has not fallen away in the bust.  Meanwhile, electronic commerce continues to advance, if now out of the media spotlight.  Globally, there appears no loss of interest in encouraging electronic transacting or in the secure infrastructures which will encourage growth.  Given that growth forecasts are now more rational yet still upward in direction, there is no reason whatsoever to suppose that tScheme does not and will not continue to satisfy an important need.

Anthony Parish, Director General of the Federation of the Electronics Industry and tScheme Chairman, sums this up:  "The volume and value of electronic transactions will grow, of that we are now certain.  It's the rate of growth which is debateable.  tScheme is entering the market at just the right time to help keep the pace up.  tScheme can now grow as the market for electronic trust services grows.  One depends on the other."
tScheme has emerged from rigorous, protracted deliberation among experts from technology, business, law and government.  This provides no ultimate guarantee of final success but it increases sharply its probability.  The next few months will prove the point.  In a year's time, we all expect tScheme to be thriving and serving the needs of everyone who wishes to transact electronically without worry.  And it will put the UK well ahead of most other nations as an excellent place for electronic business.  An achievement indeed.
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