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Executive summary
This paper describes tScheme's strategic action plan.  It describes the circumstances in which tScheme finds itself in the second full year of operating its approvals regime.  While noting tScheme's success in meeting the founders' original aims, particularly in regard to providing regulatory control independent of government, it also notes tScheme's general lack of connection with a sufficient constituency or market to underpin its long-term financial stability.  The specific evidence for this is the continuing financial dependence on a relatively small number of members.

The plan considers tScheme's potential sources of revenue in three strands – approvals, membership and intellectual property.  For each, it provides an extensive analysis – defining the strand, describing the offering, segmenting the market, estimating the market size and dynamics, examining methods of market engagement, considering market accessibility against competition, proposing targets and setting actions.

The overall conclusions are:

· that tScheme has succeeded well in the certificate-based, approvals market in which it has invested most of its resources to date, but that this approvals market is now close to saturation in the UK;

· that tScheme could relatively easily open up adjacent markets based on its current successes, providing that it completes key actions relating to UK government endorsement and recognition by other major influencers such as Microsoft;

· that tScheme has a challenging, but not impossible, task ahead to persuade current and potential members that membership provides value and that without this membership is likely to dwindle to dangerously low levels;

· that tScheme is currently pursuing the potential exploitation of its intellectual property in the right directions, but that there are other avenues open to it, predicated largely on the prior requirement for tScheme itself to be viewed as successful.

Note, in this version:

Text like this [Times New Roman 10 point regular] represents completed text for this version.

Text like this [Arial 10 point italic] represents marker text for consideration, generally with alteration, in future versions.

Introduction

tScheme has successfully passed through the first stages of its infancy.  So too has the mass-market adoption of electronic trust services.  But both are still some distance from even approaching maturity.  If tScheme is to survive, let alone prosper, through to early maturity and then to achieve longevity, it has to sustain its current membership revenues, grow its approval revenues and exploit the value of its established and growing intellectual property.  This strategic action plan covers those three revenue sources and, in doing so for each, identifies the key strategic issues, sets feasible targets and lists the key tasks and actions which bring those targets closer to achievement.

The tScheme board endorsed the overall aims of this plan in summary form on 5 June 2003.

1. Core Strategic Aims

tScheme has the potential under its constitution to undertake a wide variety of tasks and roles.  The present concentration on the approvals role and, more narrowly within that role, the predominant focus on digital certificate based services operating within the UK represents but a small fraction of the potential whole.  For example, tScheme could become more involved with regulation as an agent of government or it could become a trade association lobbying for the UK's electronic trust services industry.

tScheme's present concentration arises historically and out of the reasonable expectations of tScheme's members, who are informed experts on the electronic trust services market.  This concentration has thus far successfully sustained tScheme.  Moreover, tScheme remains unique within its chosen domain within the UK and arguably unique on a global scale too, particularly in Europe, at least when judged by its lead in practical implementation.

On this basis, this plan makes no attempt to advocate a break with tScheme's current concentration in order to pursue a completely different combination of goals.  Rather, the plan seeks to grow tScheme's success within and around this current concentration.  In other words, tScheme will for the foreseeable future continue to have as its core competence the approval of certificate-based electronic trust services under the governance of a relatively small number (twenty or so) of large corporations and trade associations.  This assumption of role continuation conditions all the following analysis and decisions.  Any future change from this will potentially invalidate the content of this strategic action plan.

Within this overall role continuation, tScheme's members share a general intention and expectation that approvals revenue should come into balance with approvals costs.  That is, the day-to-day operation of the approvals role should not indefinitely depend on a subsidy from subscribing members.  Nevertheless, tScheme's constitution requires members in sufficient numbers to provide for tScheme's governance, making the continuation of a healthy membership a key objective.

In summary, this plan takes as tScheme's generally accepted, core strategic aims:

· To continue to provide approvals for certificate-based electronic trust services and to increase the uptake of such approvals by increasing their perceived value in the trust services market;

· To remain the only or the pre-eminent, independent, regulatory approval body within this domain, especially in a European context;

· To expand the scope of approvals beyond certificate-based services, in a way that protects the perceived value of the certificate-based service approvals already granted;

· To make progress toward approval self-funding within the foreseeable future, thereby reducing dependence on membership contributions; and

· To retain membership sufficient for governance and financial stability purposes under the current constitution.

The brevity of this list and its apparent lack of aspiration relates to its essential, core nature.  Failure to achieve any one of these aims would be sufficient to jeopardise tScheme's future existence, making them critical success factors.  Following sections contain other aims which extend and support these core aims but whose individual failure would not be fatal.

2. Regulatory Role

As a regulatory body, tScheme declares its ultimate purpose to be to promote and enhance trust and confidence in the execution of commercial and other transactions by electronic means and to establish and support credible and effective systems of independent regulation for the provision of Electronic Trust Services
.  To date, the principal manifestation of this has been the approval of certificate-based services.  The potential scope of tScheme's regulatory role remains essentially undefined.  In particular, tScheme's involvement in regulation might apply EITHER only to services and systems, such as certificate-based ones, which rely on technologies which are capable of meeting extremely demanding security requirements OR to any service or system whose implementation and operation is to known best practice and whose application is appropriate to its capabilities.  This strategic action plan takes the view that tScheme should not limit itself by technology, but rather embrace the wider remit of ensuring that all methodologies contributing to electronic trust and confidence are correctly and appropriately deployed.

In addition, whatever the eventual scope of its regulatory activities, tScheme’s role will remain that of an independent, objective and non-partisan regulatory authority, whose primary responsibility is to protect the interests of those individuals and businesses relying on the services that it regulates.

3. International Alignment

Electronic transacting frequently includes a significant international dimension and tScheme's activities must acknowledge this.  tScheme was never intended to be UK only in operation.  tScheme must strive to create international relationships which allow UK-based trust service providers to expand outside the UK; enhance trust and confidence in cross-border electronic transactions for users; exploit tScheme's IPR; and maintain the leadership position which protects tScheme from being overwhelmed by alternative approaches originating outside the UK and enhances tScheme's reputation everywhere.  This plan incorporates important aspects of this international alignment.

4. New Markets

tScheme has to remain alert to market shaping developments, particularly changes of popular mood and direction.  At the time of writing, three appear as relevant and important, and hence worthy of further study.  They are:

· the increasing use of cryptographic security in mobile telephony.  tScheme has to date connected poorly with the majority of providers in this market;

· the Home Office's strengthening resolve to introduce smart cards for identity purposes.  tScheme has a duty to advise government on the desired characteristics of services that provide and manage smart cards, and the information stored thereon, and may here find a new market for its regulatory skills; and

· rising public awareness of identity theft.  Although electronic trust services do not themselves cure the problem, they do provide a means to make theft more difficult and tScheme could promote a proper understanding and develop an approval-based response.

Some initial objectives relating to these potential new markets appear in this iteration of the plan.  These include activities to investigate these opportunities for detailed inclusion in the next iteration.

5. Financial Summary

Achievement of the objectives presented in the following three sections is expected to derive revenues in 2005 and 2006 as shown in the table which follows.  Costs and revenues from the 2004 budget appear for the purposes of comparison.

	Revenue Source
	Cost in 2004 budget1
£K
	Revenue in 2004 budget
£K
	Potential revenue for 2005
£K
	Potential revenue for 2006
£K

	Approvals
	105
	68
	95
	131

	Membership
	362
	166
	151
	121

	Intellectual Property
	22
	0
	16
	48

	TOTALS
	1633
	234
	262
	300


Notes:

1. This is the cost of paid-for man/days only and therefore excludes pro bono resources provided by tScheme members.

2. Improved performance in Approvals will have a beneficial effect on Membership too by increasing perceived tScheme's relevance to potential members.

3. The total budgeted cost of the core Secretariat function in 2004 is £180K, being the loaded cost of 450 man/days at £400 per day.  The remaining £17K (£180K less £163K) will be assigned to general administration.

6. The Three Strands

As reflected in section 6 above, tScheme has identified three strands of revenue development:

· The approvals activities;

· The membership activities; and

· The intellectual property assets.

These are clearly interlinked to some extent, for example there can be no approvals without the underlying intellectual property in the approval profiles.  However, it is equally clear that each relates to its own target audience, involves its own set of actions and hence requires separate consideration in this plan.  Hence they are "the three strands".

The following sections deal in turn with each strand to a common format.

6.1 Strand 1 – Approvals

6.1.1 Definition

The approvals activity covers the whole process of granting of approvals, including:

· the preparation, ratification and maintenance of profiles, covering an expanding variety of technical and business models, e.g. tScheme-ready components and trust enabled services;

· the recruitment, training and appointment of recognised assessors;

· the processing of applicants from registered status through to grant of approval, the preparation and publication of related guides and instructions and the provision of local guidance to applicants;

· the provision of approval and other model agreements, the negotiation of specific agreement terms, the provision of displayable versions of the various marks and the issue of any supporting documentation;

· the maintenance of public information, particularly on the web site, publicity for the benefits of the tScheme marks and targeted promotion to electronic trust service providers;

· the investigation and correction of received complaints relating to approved services and their providers; and

· discussions with other scheme owners regarding both the re-use of evidence and other forms of mutual recognition.

6.1.2 Offering

The current profiles provide self-consistent, comprehensive coverage of certificate-based services.  They are capable of applying to contributing elements of a complete certificate-based service in a variety of combinations, for example leading to tScheme-ready approval.  The current profiles have thus far survived unchallenged against tScheme's claim that they represent known best practice.  For this well-defined market, tScheme provides a complete solution and is not in need of alteration or extension.

Manifestly, electronic trust extends well beyond certificate-based services.  tScheme is beginning to address this broader market through its recent work, initially sponsored by HMG (as the Verified Identity Profile), on an Electronic Identity Provider service approval profile.  There are also other electronic trust services, such as time stamping, electronic notarisation and encryption key management, for which tScheme has the capability to develop profiles, assessment guidance and hence approvals.  Such extensions do not demand the development of any new principles, merely application of the current ones in adjacent domains.

Arguably the majority of certificate-based systems operate within closed groups
 where the allure of a grant of approval is typically negligible.  Nevertheless, closed systems have to adhere to best practice standards just as much as open ones and in many cases need to demonstrate this adherence to auditors, regulators, insurers or users, in any combination.  tScheme, through its profiles and assessment procedures, is potentially able to satisfy this need.

6.1.3 Market Segments

Cautionary note:  Many real services depend on layers of service provision.  Each of the layers has the potential to be operated by a different party.  For example, a bank might act as registration agent for its account holders, buy certificates from a certificate factory as a service and outsource the operation of the supporting PKI to yet another service provider.  While tScheme's approval profiles and procedures cope with such divisions of labour successfully, the result is a complex market to describe.  Members of the market segments described below may therefore operate in layered combinations to arrive at any actual service.

Market 1A:  Certificate Services (Purple Approval Mark)
Description:  Certificate-based services provided on a commercial basis, either for direct payment or as a benefit which is paid for indirectly; under which each issued certificate either goes directly to the procuring user or is passed onward to members of the procurer's organisation or community – and where the relying parties are not limited to the procurer's organisation or community.

Current/Pending Approvals:  BT – Server Certificates, Equifax – SecureMark, Hays – eDX.

Current Fees:  Up to £20K for a complete-function service; less for reduced function services to which not all profiles are applicable.

Market 1B:  Non-certificate Services (Blue Approval Mark)

Description:  Non-certificate-based credential services provided on a commercial basis, either for direct payment or as a benefit which is paid for indirectly; under which each issued credential either goes directly to the procuring user or is passed onward to members of the procurer's organisation or community – and where the relying parties are not limited to the procurer's organisation or community.

Current/Pending Approvals:  Potential Electronic Identity Provider services – some initial target service providers are in contact with tScheme via HMG.

Current Fees:  Proposed £7K for an approved Electronic Identity Provider service; however the current profile, sponsored by HMG, does not currently include any form of credential management criteria.  The potential addition of further profiles relating to the life-cycle management aspects of a non-certificate service, once this need is established, will increase the approval fee accordingly.

Market 1C:  Community Trust Services (Red Approval Mark)

Description:  Trust services operating on a non-commercial basis within closed user groups whose operators desire to implement best practice and to have independent, visible confirmation thereof through the award of an Approval Mark – and where the relying parties are exclusively members of the same user community.  Such operators may variously wish to use the Approval Mark to attract more community members; to satisfy insurers, auditors or regulators; or otherwise to improve their service performance and efficiency.

Note:  Eligibility for inclusion in this market depends absolutely on the absence of any relying parties who are not members of the community.

Current/Pending Approvals:  Possibly CESG (HMG Root); corporate PKIs.

Current Fees:  As for Markets 1A and 1B; but with a discretionary discount of up to 70% of the relevant approval fee in recognition of the non-commercial nature of the certificate/credential service itself.  tScheme has the final decision on whether such a discount is applicable; one key condition is that the service must not compete in the market with a service to which such an approval fee discount does not apply.

Market 1D:  Outsourced Services (Approval Mark according to the Market served)
Description:  Managed services designed, constructed or operated on a commercial basis for the individual service procurer; which may then be used by the procurer to contribute to or to constitute services in Markets 1A, 1B or 1C.

Note:  For certificate-based services, a key element in defining services that belong in Market 1D is the employment of a managed service provider's standard certificate policy, as opposed to the employment of a policy created specifically to the procurer’s instructions for Markets 1A-1C.

Current/Pending Approvals:  BT Managed PKI (OnSite) Service, RBS TrustAssured, Trustis Certificate Factory, beTRUSTed.

Current Fees:  As for Markets 1A, 1B and 1C.

Market 1E:  tScheme-ready Components (tScheme-Ready Mark)
Description:  Components of "approvable" trust services, including services offered on a facilities management basis, submitted for approval against appropriate sets of profile criteria which are capable of forming elements of services to be offered by others in Markets 1A to 1D.

Note:  Any such component-assembled service is still subject to tScheme approval on an end-to-end basis.

Current/Pending Approvals:  None.

Current Fees:  A minimum fee of £5K, which represents the Base Profile plus at least 50% of one further profile, thus defining the minimum set of criteria against which it is practical to grant approval.

6.1.4 Market Sizes and Dynamics

	Market
	Size
	Growth

	Market 1A
(Cert)
	Less than 10, including non-UK based low-cost certificate issuers into the UK, such as Thawte and Comodo.  (When, for example, time stamping and encryption key management services emerge, they will also form part of Market 1A.)
	Unlikely to grow by the emergence of new suppliers – consolidation of existing ones is more likely.  When popular uptake in certificate use appears, a proliferation in service types and flavours is almost certain.

	Market 1B
(Non-cert)
	Yet to emerge in full, but potentially well in excess of 100 in the near term.  HMG is actively stimulating provision of such services by encouraging operators currently active in Market 1C to make their "community" credentials available to third parties, chiefly HMG, through Electronic Identity Provider services.
	The number of bodies capable of being involved is generally stable, with the majority operating in ignorance of approvals.  Should this ignorance turn to interest – perhaps stimulated by a well-publicised disaster – the market could rapidly become many times bigger.  There would be a need for new approval profiles to satisfy this demand.

	Market 1C
(Comm'ty)
	Hundreds, possibly thousands – including government departments and agencies, large corporates (typically FTSE 100 companies), health trusts, educational establishments.
	There appears to be massive potential for growth in areas, such as health, where electronic transacting is relatively immature combined with heavy pressure for security when inevitable adoption begins in earnest.

	Market 1D
(Outsour'd)
	Likely to remain at around ten in the near term, if only through market consolidation.  Includes services such as "Bridge-CA" systems and vertical industry portal-based e-marketplaces; and commercially-motivated subscriber communities such as on-line stores (e.g. Amazon).
	Likely to grow in step with the popular commercialisation of secure electronic transactions; and the commoditisation of in-house PKIs.

	Market 1E
(Ready)
	Several tens, covering both certificate (1A) and non-certificate (1B) service types, as appropriate to each individual service, including nearly all of the major facilities management suppliers.  This market is likely to develop in line with Markets 1A to 1D, leading in time to the emergence of component service specialisation.
	All significant facilities management suppliers are almost certainly active in the electronic trust services domain but not to the point of desiring relationships with tScheme.  Future government demand for facilities managers as a condition of tender to provide evidence of readiness to gain tScheme approval of any managed facility would stimulate an immediate growth in this market.


6.1.5 Engagement

Plainly, the perception of value drives this collection of inter-related markets.  Preparing for assessment, undergoing assessment, correcting shortfalls and, optionally, gaining and exploiting a Grant of Approval all cost money.  There has to be the prospect of a solid return on that investment.  For those offering commercial services in the market, competitive advantage leading to higher sales and increased margins is likely to be a primary driver.  This is likely to be especially true in compliance dominated government procurement, providing always that procurements do indeed mandate tScheme as a compliance standard.  For those operating in sensitive markets such as health care, the ability to demonstrate adherence to best practice in the security of electronic transactions may be more highly prized than the strictly financial returns from, say, lower indemnity insurance premiums which will be more modest.  In this case, protecting and building reputation is the goal.

It is essential, for each separate Market above, to identify the value driver which stimulates engagement with tScheme and makes the business case for the significant investment required in seeking service approval.

For Market 1A (Certificate):

This market is both limited and specialist.  A contemporaneous search of the web shows how few certificate-based services are on offer from UK-based suppliers.  tScheme has already established personal contact with all of them.  Even new entrants to the market are likely to be well aware of tScheme if the web's frequency of reference to tScheme in this context is any guide.  The conclusion at this time is that tScheme has engaged the UK market as far as is reasonable and has simply to maintain this status.  Market expansion depends on moving into other territories; and current tScheme-recognised assessors already have the capability to perform assessments either directly or through local offices.  In addition, the accreditation package prepared by UKAS for tScheme is also available, via UKAS membership of the IAF and as a signatory to the multilateral agreement (MLA), to assessors based in other territories who may wish to seek accreditation and consequent recognition by tScheme in order to offer assessments to their locally-based TSPs, leading to tScheme grants of approval.  However, this might then to some extent compromise Market 3A (see below).

Similarly, TSPs who have already won a form of approval from schemes based in other territories, and who wish to enter the UK market, should be encouraged to seek tScheme approval for their services.  This is currently being encouraged by attempts to establish "evidence recognition" arrangements with certain other international schemes, which will remove as far as possible the duplication of effort required in undergoing a separate tScheme assessment.  At the same time, tScheme is working to dispel the negative impact of approval scheme territorial fragmentation, by leading the ViTAS "mutual recognition" workshop activities further described in Market 3A (IPR exploitation – see below).

Within the UK market, electronic trust services relating to high levels of trustworthiness appear to be limited to the issue and management of certificates.  There are as yet no distinct services for time stamping, notarisation and the other service types which industry experts have forecast.  Until such services appear, tScheme cannot engage with them.  However, consultancy-led services have also emerged, for example from systems integrators and small specialist consultancies; and although tScheme has established contact with some it is not yet clear how actively tScheme should seek to engage with this niche market – other than to offer support and encouragement to such consultants in spreading awareness of tScheme to their service provider clients.

tScheme has not thus far engaged successfully with key international drivers of electronic trust services, in particular Verisign and Microsoft with their strong North American views of the subject.  Public endorsement of tScheme by both these corporations is almost certainly an essential ingredient in unlocking markets beyond the UK and in parts of Europe.

See also appendix C for a description of a possible future dynamic for this market.

For Market 1B (Non-certificate):

This market is large and amorphous.  It potentially includes anyone who offers anything electronically across a network where there are external
 relying parties.  Hence it covers simple identity and PIN or password systems as the most numerous example.  Historically, tScheme has chosen to disregard this market on the grounds that such systems are inherently less secure regardless of how well they are implemented and operated.  However, tScheme's recent involvement with the UK government's proposal for Electronic Identity Provider services has created an agreed means for tScheme to encompass certain lower security level services without harming the market image of higher level ones.

In order to engage with this large market, tScheme will need to develop targeted responses to chosen segments, through new approval profiles, assessment methods, scales of charges and promotion materials and programmes.  It is unlikely that any organisation will offer to fund any development of this type – the government’s direct sponsorship of the new Approval Profile for proposed Electronic Identity Provider services is a rare example and not a model
.  Without similar relying party sponsorship in future, each new development will therefore be a speculative business venture with tScheme taking the commercial risk.  tScheme's current financial position rules out any such speculative developments for the foreseeable future.

Entry into this heterogeneous and extensive market will dictate careful focusing on sub-segments when the time comes.  While it may prove feasible to create a widely-applicable set of new approval profiles, each sub-segment will probably require its own engagement plan.

For Market 1C (Community):

Most informed observers agree that closed user groups currently represent the majority use of certificate-based systems.  There are good technical and commercial reasons supporting this view.  One extreme opinion is that certificate-based systems operate successfully only in closed groups where conditions and usage are constrained to being uniform.  However, the operators of closed systems generally have little need for a full grant of approval, although they often require evidence of working to best practice for regulators, auditors, insurers and the like.  The long-term market is therefore potentially nearly as large as the number of closed user groups, most of which are currently not electronically enabled, and the number of groups supported by electronic trust systems will arguably come in time to equate to, perhaps even exceed, the number of corporates.  In other words, this market has the potential to grow very big and become very diverse.

The market definition for this segment coincides exactly with those services eligible for the already advertised discretionary community discount of up to 70%, intended to make a tScheme approval sufficiently attractive to such non-commercial service providers.  However, there remains the issue of how to stimulate market interest more widely.  One option has recently been considered which would allow recognised assessors to certify criteria compliance, and leave them to generate their own market demand:  This seems right for a pilot phase, but is too passive to achieve significant market share in what is emerging as a key new market for tScheme.  The preferred option is for tScheme to continue to take the lead on promotion; and in this case the management investment involved indicates that tScheme should therefore continue to exclude such direct certification activity, and retain its exclusive role in granting all forms of service approval.  This preferred approach requires no change to the already established assessor agreements and licence fee structure.

For Market 1D (Outsourced):

This market shares many characteristics with Market 1A.  In particular, the provider of a service in Market 1A may well also provide a service here too.  It too is highly specialised demanding largely the same skills for success as those in Market 1A.  However, it differs from Market 1A in having the potential to support rather more providers because of its higher localised manpower content.  There is the potential for a proliferation, at least temporarily, of niche suppliers, often focusing on particular industry verticals or applications, as the demand for outsourced PKIs for communities achieves market acceptance.  But any temporary growth will inevitably presage a period of consolidation, reducing the number of providers back to its steady-state value which is unlikely to be more than a few tens.

For the present, this is a market which appears to be sufficiently small and specialised for a serious recruitment campaign.  It further appears that the current approval profiles are applicable, being readily differentiable as superior to WebTrust and BS7799.  However, the service providers often see their loyalties primarily to the industries which they serve, potentially making them difficult to identify.

For Market 1E (tScheme-Ready):

The original concept of this segment, as found in the current tScheme-ready documentation, was that some service providers would want to specialise, becoming suppliers of service components which were capable of combination to build instances of complete electronic trust services.  Approval meant that such a component supplier could then promote his component service(s) as a black box that already achieves tScheme compliance, thereby saving time and cost in the subsequent tScheme approval of any complete service based on the component(s).  To date, no service provider conforming to this model has appeared and it is not clear how and when this market will emerge.  The arrival of specialisation of this type is probably unlikely before the electronic trust services industry reaches maturity.

However, there is a market for electronic trust services in the field of facilities management.  That is, the provision of a complete electronic trust system by a contracted third party – the facilities manager – where the procurer defines the system characteristics, for example the certificate policy.  Specifically, the procurer may wish the resulting operational system to be capable of tScheme approval
.  It would clearly be advantageous to both the procurer and the supplier to know that the supplier's elements of the complete system already meet the applicable approval criteria.  Indeed, the procurer could specify this is a compliance requirement in any tender.

6.1.6 Accessible Markets and Competition

	Market
	Accessible
	Competition

	Market 1A
(Cert)
	Probably four UK-originated services: namely BT Server Certificates, Equifax SecureMark, ChamberSign, and BT ID certificates.  Current market penetration is 50% including the Equifax approval.  There is active engagement with the remaining two and therefore penetration is likely to rise to 100% by early 2004.
	WebTrust (particularly in the server certificate market, where TSPs tend not to be constrained to one geographical market and Microsoft CTL inclusion is a decisive factor).

	Market 1B
(Non-cert)
	Practically less than ten in the near term, based on the new Electronic Identity Provider profile.  An on-line bank and certain local authorities are the initial targets.  With the development of other profiles, the accessible market could be very much larger.
	None.

	Market 1C
(Comm'ty)
	Requires further investigation, but an initial group of 10 services seems highly reasonable – some yet to be identified.
	WebTrust potentially and BS7799 partially.  Nothing quite like tScheme.

	Market 1D
(Outsour'd)
	Requires further investigation, but likely to remain below 10 – some yet to be identified.
	WebTrust potentially and BS7799 partially.  Nothing quite like tScheme.

	Market 1E
(Ready)
	All the major facilities management houses, including EDS, IBM, BT and Fujitsu, many of whom are already well known to tScheme.
	None.


6.1.7 Approvals Objectives

See Appendix A.

6.2 Strand 2 – Membership

6.2.1 Definition

The membership activity covers all aspects of attracting, retaining and serving tScheme’s members, including:

· the identification and creation of perceived member value;

· the recruitment of new members; and

· communication with members.

6.2.2 Offering

tScheme’s original creation arose out of industry’s strong desire to influence UK government policies relating to important aspects of electronic trust service regulation.  Although those early threats have now almost completely dissipated, government action, whether arising in Whitehall or Brussels, continues to influence the market for electronic trust services as characterised by adoption, competitiveness, revenue potential or any other important metric.  Since government – departmental, local and other public bodies – is certain to be the largest single user of electronic trust systems, government has the power to set de facto standards and expectations and hence to shape the market very substantially.  tScheme has therefore a continuing key role to play in being the facilitator of communication between its members and government on the focused subject of electronic trust wherein it is uniquely expert.  In so doing, tScheme has the opportunity to build upon the Office of the e-Envoy’s and the Department of Trade and Industry’s existing recognition of tScheme as the leading voice in this area.

tScheme can offer
:

· a discussion forum in which members can introduce, develop and act upon issues of common concern relating to electronic trust systems, solutions and services (B);

· a focused context in which members can network with other participants – covering supply, use and regulation – in the electronic trust services industry (B);

· routes to influential members of government to lobby on issues of common concern (B);

· the means to be the industrial adviser of choice to government in government developments (B);

· the means to fulfil an explicit role for government, for example focus-group consultations (C);

· the means to present expert views in government public consultations (A);

· mutual self-help programmes for the improvement of electronic trust systems and services through educational events, workshops, expert groups and the like (C);

· comment and material for the public good on the benefits of electronic trust services and techniques for their proper use (B); and

· a vehicle for making public and promoting views on any subject relating to electronic trust under the authorship of an independent, expert group with sound credentials (B).

One key theme is to provide a louder and more persuasive collective voice for members’ concerns and interests than they can individually deploy – this is seen as a fundamental aspect of member value in respect of communications with government.

6.2.3 Market Segments

Cautionary note:  An individual organisation will generally play more than one role and hence could validly appear in more than one segment.  However, it is likely that an organisation will view itself as belonging to no more than one of the following segments – the one which best serves its interests.  In approaching prospective member organisations therefore, and in managing on-going perceptions of member value once organisations have joined tScheme, it will be important to relate tScheme membership benefits to the segment chosen as most appropriate.

Market 2A:  Electronic trust service providers (and providers of application or business services based on such trust services) who submit or are in contemplation of submitting services for approval.

Examples:  BT, Trustis, Vodafone, RBS, Electronic Identity service providers.

Market 2B:  Procurers of electronic trust services with an interest in ensuring best practice in procured services, and therefore the availability of a range of suitable services in order to maintain supplier competition.

Examples:  Banks, HMG departments.

Market 2C:  Relying parties and other stakeholders, and their representative organisations, with an interest in ensuring best practice in operated services and in communicating this to their respective members.

Examples:  CBI, e-CentreUK, ACCA, BCC, Consumer Association, auditors, insurers.

Market 2D:  Suppliers of technology, bespoke systems and services which may be used by those in Markets 2A and 2B to support or incorporate into electronic trust services and systems.
Examples:  IBM, EDS, Baltimore, Experian.

Market 2E:  Other participants in and beneficiaries of the electronic trust services market and its regulation.
Examples:  DTI, TTP-NL, ViTAS participants, and other international peer approval schemes.

6.2.4 Market Sizes and Dynamics

	Market
	Size
	Growth

	Market 2A
(Service Providers)
	Web searching and other anecdotal evidence suggest that there are somewhat less than ten qualifying organisations which operate from the UK and who are potentially interested in becoming tScheme members and in contributing to the development of best practice criteria against which their services may be approved – as defined in existing or new Approval Profiles (Electronic Identity Provider services aside).  Scaling to European dimensions suggests at most 50 candidate organisations.  Expansion of the profile portfolio beyond certificates (including Electronic Identity Provider services) would encompass a vastly bigger population extending to potentially thousands in the UK and commensurately more across Europe.

NOTE:  This estimate does not include organisations which offer services whose realisation depends on certificates, for example mobile telephone services.  Arguably targeting this class of organisation and encouraging them to join tScheme in order to contribute to the development of best practice in certificate services could double the sizes suggested above.
	Current services – both certificate and non-certificate based – appear to be growing no more than slowly.  However, government action through Electronic Identity Provider services could provide a sudden, dramatic stimulation, taking the UK segment size into the low hundreds.

	Market 2B
(Service Procurers)
	The ".uk" geographic domain currently accommodates around 3 million registered names.  This suggests e-mail hosts and web servers numbering in seven figures.  A noticeable proportion of these will employ server certificates for SSL purposes, implying at least minimum involvement with electronic trust services for hundreds of thousands of UK-based organisations
.  All reported evidence is that very few indeed of these have sought to implement services beyond this minimum.  Only where there is a tradition of security thinking, such as in financial institutions or the defence industry, is there much compulsion to achieve more.  Elsewhere, top management affords the subject low priority to the point of ignoring it.
	While the number of medium to large organisations which do not conduct any transactions electronically is rapidly dwindling, the potential both for more widespread use and for transactions involving higher value
 remains substantial.  Government pressure for involvement is steadily growing and this will drive uptake.  However, interest in implementing best practice (and hence in participating in its development as a tScheme member) is likely to continue at a low level for most organisations until risk awareness becomes much more acute.  The most probable cause for this change is likely to be one or more spectacular failures leading to results such as higher insurance premiums for the non-compliant.

	Market 2C
(Relying Parties)
	While those who rely occasionally, and probably unknowingly, on electronic trust services are numbered in the millions in the UK, there is little current pressure from this constituency for any improvement in the status quo.  The perception appears to be that this is someone else’s problem.  There are nevertheless key organisations who act on behalf of large groups of end users and relying parties and some of these are already tScheme members.  Based on little evidence, there are probably around twenty representative organisations who have an identifiable interest in influencing trust service best practice and its adoption.
	The number of representative organisations is stable.  Their interest, rather than the current lack of it, in influencing best practice is likely to grow steadily in line with the take-up of electronic transacting.  Individuals and small businesses are always likely to wish to exercise their interests through existing representative organisations.

	Market 2D
(Techn'gy Suppliers)
	This segment is extensive and diverse, covering both a wide spectrum of sizes and a wide spectrum of types.  There are market-dominating organisations such as IBM, Microsoft and the major consultancies through to small highly specialist product and consultancy suppliers.  Although dominated as a revenue proportion by around 20 organisations, the tail of smaller organisations arguably runs to hundreds.  This tail is well represented in tScheme by relevant trade associations.
	This is a relatively stable segment.  There is a turnover of small organisations but the net number probably remains reasonably constant.

	Market 2E
(Others)
	There is the order of a thousand government and quasi-governmental organisations in the UK alone who have an interest in electronic trust services, plus a halo of many thousands of associated organisations, such as medical practices and schools.  The members of this halo are likely to be best represented by specialist trade associations and therefore some will join tScheme as part of relying party organisations in Market 2C.

Peer approval schemes are currently being targeted to participate via the ViTAS common interest group and this may remain as a stable sub-segment not leading to direct tScheme membership.
	This is stable segment.  It is conservative in character and largely compliance driven.  Regulatory change and government targeting are key factors controlling growth in interest.


6.2.5 Engagement

Member value has to be created individually for each Market segment and therefore has to be specifically positioned for each community of interest.  The current provisional resignations by existing members for 2004 and the decision by other targeted organisations in 2003 not to become members for the time being show that this is an urgent issue.  The results of the members' survey (albeit from a relatively small sample) show that membership value differs between TSP and non-TSP members, indicating that there is no simple answer to the issue of what will create member value in future.

Another important issue is the size of the membership contribution for smaller suppliers who, although established on a commercial basis, are yet to reach critical size as businesses.  It is often such smaller, innovative suppliers who bring new ideas and service enhancements for discussion and inclusion in best practice concepts.  Therefore this plan proposes that a new category of membership be introduced relating to all membership markets listed above, against entry criteria yet to be defined, to encourage those members genuinely unable to pay the full commercial rate.  The annual membership contributions for this new membership category have been anticipated in section 6 for 2004 and 2005 at an intermediate rate of £4.5K.  However, there must be clear eligibility rules which avoid current members reducing their contributions or membership charges generally becoming negotiable.

A similar argument holds for impecunious academic institutions.  A number of universities possess units with interests in cryptography, computer security and e-commerce, all of which might wish to develop on-going links with tScheme to everyone's benefit.

In all cases, whether an intermediate rate is applied, or the lower not-for-profit rate is appropriate, membership benefits will remain exactly the same for all tScheme member organisations – just as they are at present.  This is therefore expressly not an "associate membership with pro rata benefits" category as has been suggested previously.

Existing members must also recognise their clear duties, responsibilities and interests in the recruitment of further members.

See appendix A for a possible set of market value statements for each segment.

6.2.6 Accessible Markets and Competition

Currently (November 2003) there are eleven corporate members, of which one is non-UK based, and seven association members, of which one again is non-UK based.  There is therefore a considerable opportunity to increase non-UK membership, although one non-UK member (in Market 2D) has decided not to re-join in 2004 for business reasons, indicating that member value in this segment can prove difficult to identify.

Also, within the membership there is no academic institution, despite our web site material enjoying active interest from this quarter.  Cost of membership will clearly be a factor here, however.

Smaller trust service providers have previously joined tScheme (Notus Key, Nexus-TSP), paying the full corporate rate for membership.  However, there are a number of other potential members that are clearly being discouraged from joining because of the perceived high contribution rate.  The proposed new membership category and intermediate rate arrangements in section 7.2.5 address this issue directly.

Moreover, mobile telecommunications operators appear to be under-represented in relationship to their increasing use of trust services.  These are initially being targeted through the GSM Association to identify the best approach to this international vertical sector.

	Market
	Accessible
	Competition

	Market 2A
(Service Providers)
	tScheme is already in contact with the majority of UK-based service providers and some non-UK ones.
	Other national schemes, particularly European ones.

	Market 2B
(Service Procurers)
	tScheme is currently in contact with only a small minority of those who procure electronic trust services.  There is no barrier, other than one of resource, to tScheme starting to recruit from this wider group.
	Many service procurers probably view BS 7799 applied in the context of well-known technology products as adequate.

	Market 2C
(Relying Parties)
	This segment is so large as to require further segmentation.  tScheme clearly has current direct contact with only a tiny fraction and indirect contact through trade associations with not many more.
	Confusion with other neighbouring initiatives such as Which? Web Trader, Verisign Secure Site and IMRG Hallmark.

	Market 2D
(Techn'gy Suppliers)
	tScheme enjoys good relations with some large suppliers such as IBM and Microsoft.  Access to the UK arms of others should present little problem.  Access to the more numerous smaller, specialist suppliers is more challenging and resource hungry.
	None identified.

	Market 2E
(Others)
	tScheme already has access to many major players in this segment, particularly in central government and other regulatory schemes.
	None identified.


6.2.7 Membership Objectives

See Appendix A.

6.3 Strand 3 – Intellectual Property

6.3.1 Definition

The intellectual property activity covers the exploitation of tScheme’s intellectual property assets, including:

· the identification of and protection of value in tScheme’s intellectual property;

· the promotion of the use of tScheme’s intellectual property by others under appropriate commercial conditions; and

· the maintenance and expansion of tScheme’s intellectual property assets in response to market demand.

6.3.2 Offering

tScheme has invested almost two million pounds’ worth of cash and kind contributions from its members and elsewhere in order to arrive at its current position.  The result of this investment is a fully-functioning, proven approach to voluntary, electronic trust service independent regulation.  It includes:

· the constitution and governance principles and system;

· the operational processes and procedures;

· the various model contract forms;

· the approval profiles;

· the documentation supporting assessment;

· the fee structure; and

· various promotional and educational items.

There is sufficient material to provide for the rapid set-up of a complete tScheme-like regulatory body in another territory.  But the creation of a tScheme look-alike may create undesirable competition.  More realistic is the adoption of profiles, supporting documentation and some other related material.  The simplest level of exploitation is the sale of approval profiles for internal audit purposes within corporates that do not wish to achieve public recognition of their adherence to best practice by displaying a tScheme Approval Mark, but simply wish to be assured that they are following best practice in their internal processes.

Note:  This internal audit approach is quite distinct from Market 1C, in that no independent assessment is involved.  However, independent assessment could be the next step for a corporate initially adopting such a self-assessment approach.

A similar potential opportunity is the introduction of a "certified compliant" approach, where tScheme-recognised assessors would be permitted to issue a compliance certificate directly to the operator of a closed user group or internally-operated corporate service in Market 1C (exactly as they do now for schemes such as BS 7799 and ISO 9000); in this case, there would be no right to display any form of tScheme approval mark.  This would introduce a rather more objective approach for a corporate wishing to adopt best practice, in that an independent assessor would apply the tScheme criteria.

This approach may produce some benefits for tScheme by increasing market penetration.  An example could be where a corporate customer has already engaged an auditor to perform an assessment under another scheme, and where there is little likelihood that the corporate would seek a full tScheme grant of approval.  Of course, having achieved such certification, it would make the next step easier for the service operator should he later decide to go on to seek a full grant, in order to be able to display an approved service mark.

Important considerations here however include the impact on the current strict conditions under which tScheme-recognised assessors operate without any right to issue any standalone certification direct to clients.  There would also be an impact on the current assessor’s licence fee arrangements which produce relatively small licence fees.  This is currently balanced by the much larger fees collected directly from the assessor’s client on grant of approval.  In the "certified compliant" approach, tScheme would not be directly involved with the client and so would have to levy a higher fee from the assessor for use of its proprietary material in order to compensate.

Therefore this approach would only make sense for tScheme if the market were truly incremental.  Strict controls would consequently have to be introduced and carefully managed by tScheme to avoid increasing operational complexity and potentially undermining Market 1C.

6.3.3 Market Segments

Market 3A:  The operators of electronic trust service regulatory regimes and approvals schemes, (by choice) outside the UK.

Examples:  Participants in the ViTAS workshop programme.

Market 3B:  Large corporates and other larger organisations wishing to achieve, through self-assessment, adherence to best practice in their operation of internal electronic trust systems.

Examples:  Times Top 100 companies and multinationals.
Market 3C:  Auditors, risk assessors and accountancy firms.

Examples:  KPMG, Deloitte & Touche, Ernst & Young.

6.3.4 Market Sizes and Dynamics

	Market
	Size
	Growth

	Market 3A
(Scheme operators)
	It is safe to assume that every nation state will ultimately wish to endorse a regulatory regime for electronic trust services within its borders.  This is particularly the case for EU member states who have to meet the requirements of the Electronic Signature Directive.  However, few regulatory schemes so far exist and a variety of models are in prospect – often building on national historical practices and predilections relating to legal recognition of signatures.  At any one time, there are probably a handful of regimes in the making of which perhaps half might find tScheme material useful.
	Growth in regulatory regimes appears to be slow but steady.  It is unlikely that every nation state will end up developing its own regime.  Many – particularly laggards – will choose internationally acceptable, market solutions to provide whatever is needed.  Overall, there is a reasonable prospect of some tens of new schemes coming into operation over the next five or so years.

	Market 3B
(Self assessors)
	There is a potential for hundreds, even thousands depending on the chosen geography, of organisations to take up self-assessment of good practice in internal electronic trust systems.  At present there appear to be next to none thinking beyond BS7799.  There is almost certainly a skills deficiency in this market acting as a barrier to the deployment of tScheme profiles as they now stand.
	There is no sign of growth in interest at the present.  Without the right stimulus (unidentified at time of writing), this will not change.

	Market 3C
(Auditors)
	At present there are relatively few audit, risk assessment or similar bodies with the requisite skills to deploy services based on tScheme current profiles.  On the other hand, there are very many – perhaps, hundreds of various sizes – who could benefit from including electronic trust factors in their current services.
	There is likely to be a slow but perceptible increase in interest.  It is inevitable that all important electronic trust systems will become subject to regular scrutiny but when this will occur is far from clear.


6.3.5 Engagement

Without tScheme itself being a visible success, the chance of any other organisation wishing to adopt any part of tScheme’s intellectual property is slim.  Thus success in this strand is predicated heavily on robust, visible evidence of success in the approvals strand.  Clearly, tScheme is already enjoying some success leading to modest interest from other bodies.  But the degree of success is as yet insufficient to stimulate wide demand.  However, tScheme cannot simply remain passive while it builds its approvals reputation – another regulatory or approvals scheme may step in and fill the vacuum in tScheme’s absence.  This would place tScheme in a defensive position from which it might well not recover.  In other words, tScheme must position itself as being the shortcut to creating a regulatory or approvals scheme, even though it has yet to have the credentials fully to justify this claim.

For Market 3A (Scheme operators):

tScheme representatives already participate from time to time in international conferences on electronic trust services, particularly as encouraged by the DTI.  An example is the ViTAS multilateral Mutual Recognition Workshop programme with events already held on 12 December 2002 and 16 September 2003 and its follow-up activities.  A second example is the tactical pursuit of collaborators through the current focus on bilateral mutual recognition with international peer schemes.  Moreover, tScheme has succeeded in recruiting into membership one non-UK body with interests in regulation.  tScheme has therefore already taken the first successful steps towards engaging with potential exploiters of its intellectual property.

Note:  It remains to be decided to what extent membership alone entitles any peer scheme member to use or to adapt tScheme IPR in their respective territories or markets.  For example, should an active membership contribution (funds plus expert input) be seen as payment in kind, provided that the resulting feedback contributes to the further development of tScheme’s best practice criteria?  Or should the appearance of localised versions of tScheme approvals, provided these are fully attributed by the member concerned, be seen as a means to stimulate the market and to drive take-up of approvals in other territories (including the UK) on the basis of the growing international reach of tScheme approval acceptability?

More proactive engagement with this market appears to require:

· A clearer exposition of what is on offer, particularly in terms of a prospectus listing the material available, outlining, although not detailing, the potential commercial deal and presenting the benefits of a collaborative approach.

· A market investigation into potential purchasers and hence identification of and contact with named prospects.

While the first of these may be justified as a scheduled task in order to be ready to respond quickly on receipt of any future enquiry or even to advertise on the web site, the second is likely to prove too expensive to be affordable at this time.

For Market 3B (Self assessors):

This remains for future consideration when tScheme’s reputation is more likely to lead to sales of its material direct to the corporate market, and therefore justifies efforts to promote such sales.

For Market 3C (Auditors):

The advantages and disadvantages of pursuing this approach have yet to be properly explored.  In any case, a similar situation pertains as for market 3B.  Nevertheless, among tScheme's current members are organisations involved in auditing.  The ACCA stands out in this group as being a potential partner in developing an assessment package suitable for deployment
 by financial auditors as an optional, and charged for, addition to traditional audit duties where electronic trust services operate within their client base.

6.3.6 Accessible Markets and Competition

	Market
	Accessible
	Competition

	Market 3A
(Scheme operators)
	tScheme is already in contact with most of Europe's actual and putative regime operators.  The cost of going beyond Europe, except for those who come to tScheme, is prohibitive at this time.
	The prime competition comes from three sources:

· schemes determined to do it all themselves from scratch;

· other schemes which better match a chosen philosophy or context; and

· recognition of existing international commercial schemes such as WebTrust.

	Market 3B
(Self assessors)
	None until tScheme has an established reputation.
	Not applicable.

	Market 3C
(Auditors)
	Existing tScheme members provide access to some valuable toeholds.
	None known.


6.3.7 Intellectual Property Objectives

See Appendix A.

B. Objectives

Strand 1 – Approvals

	
	Objectives

[Bold text indicates objectives previously shown as high priority]
	£K cost in 2004 Budget [man/day cost only]
	Success Factors
	£K revenue included in 2004 Budget
	£K potential revenue in 2005
	£K potential revenue in 2006
	Assumptions in 2005-2006 revenue

	1.1
	Maintain the value of current & future Certificate Service approvals (including annual renewal)
	25
	· media coverage - key audiences

· government endorsement given key role as user/opinion leader.

· no more than 25% drop-out in grant renewals per annum
	30

14.5
	36

12
	36

15
	· minimum of 3 new Certificate Service grants each year 2005-6: NB average new grant fee =£12K.

· NB average annual renewal fee =£3K.


	1.1a
	Maintain the value of new forms of approval from 2004 onwards
	[inc. in 1.3-1.5]
	· successful introduction in 2004 of Identity Provider and Community service approvals
	[inc. in 1.4 & 1.5]
	4
	6
	· Other Services average renewal fee = £1.5K[2006] (NB: ID service = £2K; full CA @70% discount = £1.5K)

	1.2
	Acceptance by Microsoft as named equivalent to WebTrust for inclusion in browser CTL
	10
	· 1 new TSP per year from 2005 chooses tScheme approval first
	
	20
	20
	· 2 additional full Certificate Service grants in 2005-6

	1.3
	Position tScheme as independent regulator for Identity Provider services
	25
	· back-up through Press coverage, feature articles, conference papers and promotions covering tScheme approval value
	
	14
	21
	· 5 additional IP grants in 2005-6 (inc Gateway)

	1.4
	Assist HMG to identify and enlist Gateway Identity Provider services
	12
	· 2 Gateway Identity Provider services approved in 2004
	14
	[inc. above]
	[inc. above]
	· Gateway service success leads to broader take-up

	1.5
	Define and develop markets for Community approvals across public and private sectors
	12
	· back-up from Press coverage, feature articles in industry sector magazines, conference papers and promotions covering tScheme approval value (see Media Plan)
	
	6
	12

6
	· 2 private sector CA Grants, fees discounted @70%
· 2 Departmental CAs win approval

	1.6
	Develop CESG as a Community approval prospect
	5
	· successful assessment and Grant of approval in 2004
	6
	
	
	

	1.7
	Pursue peer scheme "evidence" recognition based on criteria mapping and bilateral agreements
	5
	· offers lower entry cost for TSPs considering tScheme as a 2nd source of approval
	[inc. above]
	[inc. above]
	[inc. above]
	· Enables 1 ‘prior evidence’-based Certificate Service Grant per annum (supports achievement of 2005-6 Grant targets)

	1.8
	Define a clearer proposition for Facilities Management service approvals
	3
	· establish tScheme-Ready grants as a marketable benefit
	
	
	12
	· 2 tScheme-Ready Grants

	1.9
	Develop IAF signatories outside the UK to accredit local tScheme-recognised assessors for licensed assessments in their own territories
	5
	· ensure no impact on licence fee income from current UK-based tScheme-recognised assessors
	3
	3
	3
	· 2 ex-UK recognised assessors (supports achievement of 2005-6 Grant targets)

	1.10
	Establish/maintain contact with consultants and systems integrators
	3
	· effective response to requests for back-up information and consultancy input
	[inc. above]
	[inc. above]
	[inc. above]
	· supports achievement of 2005-6 Grant targets

	
	TOTALS
	105
	
	68
	95
	131
	


Strand 2 – Membership

	
	Objectives

[Bold text indicates objectives previously shown as high priority]
	£K cost in 2004 Budget [man/day cost only]
	Success Factors & Timing
	£K revenue included in 2004 Budget
	£K potential revenue in 2005
	£K potential revenue in 2006
	Assumptions in 2005 - 2006 revenue

	2.1
	Define & articulate a Member Value statement for each market segment
	7
	· back-up from Press coverage, feature articles in industry sector magazines, conference papers and promotions covering tScheme member value (see Media Plan)
· collect contributions from continuing members (15 in 2004)
	134
	107
	107
	· 20% reduction in 2005 + 2006 contributions 


[= 134K - 27K] 

	2.2
	Decide a policy on e.g. SME membership contributions - including among new Identity Service Providers
	6
	· recruit 2 new members as a result of new category contributions
	9
	18
	
	· 4 additional new members at the new intermediate rate

	2.3
	Drive a recruitment campaign for all targeted new members - especially Identity Service Providers, to broaden tScheme core expertise
	20
	· back-up in regular Press coverage, feature articles in industry sector magazines, conference papers and promotions covering tScheme member value (see Media Plan)
· publicise work with HMG e.g. on Entitlement Card and ID Fraud initiatives
	23
	24
	12
	· 3 additional Identity Service provider members, continuing (NB proposed 20% reduction in all member contributions from 2005 onwards)

	2.4
	Encourage active association-member participants to become tScheme members in their own right
	3
	· involve the more active contributors directly in tScheme expert working groups
	
	2
	2
	· 2 additional association members

	
	TOTALS
	36
	· 
	166
	151
	121
	· 


Strand 3 – Intellectual Property

	
	Objectives

[(bold text indicates objectives previously shown as high priority]
	£K cost in 2004 Budget [man/day cost only]
	Success Factors & Timing
	£K revenue included in 2004 Budget
	£K potential revenue in 2005
	£K potential revenue in 2006
	Assumptions in 2005 - 2006 revenue

	3.1
	ViTAS workshop programme and Interim Steering Group for international voluntary approval schemes
	10
	· Maintain a leading role for tScheme in the international debate as a founder member of the Interim Steering Group

· Establish a shared Code of Practice between a minimum of 5 participants
	
	
	40
	· sign 1 IPR licence agreement by 2006 (non-member)

	3.2
	Provide representation for visiting international delegations to the UK
	5
	· Enhance tScheme global recognition and cross-border acceptability of approvals
· Maintain tScheme’s leadership image and highlight potential peer scheme licensing opportunities
	
	8
	4
	· 1 non-UK-based Certificate Service approval by 2006

	3.3
	Professional audit bodies: grant licence to include tScheme criteria where relevant
	5
	· Include tScheme content in professional audits
	
	8
	4
	· annual licence fees from 4 bodies by 2006

	3.4
	Create a prospectus for intellectual property assets
	2
	· simplify negotiations with prospective licensees

· generate international press interest when the time is right (see Media Plan)
	
	(inc. above)
	
	

	
	TOTALS
	22
	
	0
	16
	48
	


C. Member Value

This appendix attempts to provide a statement of market value for each membership segment.

For Market 2A (Service Providers):

· Direct say in the assessment process and content

· Influential channel to government regarding regulatory framework development

· Continued avoidance of imposed UK legislation through successful operation of the independent regulatory approach

· Early sight of emerging service trends and market requirements, leading to an ability to respond in a timely manner to new opportunities

· Positioning as a "good corporate citizen" in contributing to the success of HMG’s preferred approach to market regulation

· Ability to promote itself in the market as being both responsible and active in creating a trustworthy electronic environment

For Market 2B (Service Procurers):

· Direct say in ensuring high standards of assessment

· Direct say in directing assessment focus to where it is most needed

· Promotion of best practice in procured services as a valuable source of independent assurance thereby cutting own costs of evaluation

· Ensuring the availability of a sufficient number of reliable services in order to maintain adequate supplier competition

For Market 2C (Relying Parties):

· Direct say in ensuring high standards of assessment

· Direct say in directing assessment focus to where it is most needed

· Ensuring best practice in operated services and maintaining the ability to communicate latest specialist understanding, as a valuable service to their respective members

For Market 2D (Technology Suppliers):

· Direct say in ensuring that assessments are technically feasible

· Early knowledge of assessment criteria leading to market advantage for products

· Positioning as a "good corporate citizen" in contributing to the success of HMG’s preferred approach to market regulation

· Ability to promote itself in the market as being both responsible and active in creating a trustworthy electronic environment

For Market 2E (Others):

· Oversight of the assessment process and standards

· Source of proven material for other regimes

· Source of relevant technical information and contacts for educational and other purposes

D. Certificate Market (Market 1A) Dynamics

Potentially the most urgent question is whether there is any future market for the sale of individual certificates which are not tied back to a small – perhaps very small ‑ number of major roots.  Bluntly put, is the market already so dominated by Verisign that only the most powerful players, such as government, can follow any other route?  In particular, we see Verisign with delivery partners in most of the major economies, for example BT in the UK, and a growing number of its own nationally-based subsidiaries.

At present Verisign can dominate the server certificate market because of its advantage of having its root certificate built into every Microsoft browser.  Microsoft may have left the door open for others to enjoy the same privilege but this is more a theoretical nicety than a practical threat.  It seems inconceivable that Verisign will fail to capitalise on its brand recognition as the market for personal certificates grows.  In any case, Verisign already owns Thawte which is sweeping up the free to cheap-and-cheerful end of the personal certificate market.  Bluntly put, Verisign has substantial first mover advantage and this may prove overwhelming.

If this is the market dynamic then it has crucial implications for tScheme approvals.  Consider some possible outcomes:

· Verisign operates the de facto approvals regime for anyone linked to its root.  tScheme is redundant in this contest, unless Verisign voluntarily gives tScheme that status in some of its territories or government forces tScheme on Verisign.

· tScheme's approvals market becomes focused on certificate services linked to the government root or services in closed user groups.

· tScheme shifts it approvals focus – in some as yet undefined way – towards the approving operation of services and systems which employ certificates as opposed to issuing and managing them.

· tScheme widens its approvals to bring in good practice in identity and password or PIN systems.

But above all, the conclusion could be that the market for the current approval profiles, promoted and positioned in the current manner, is already at saturation in the UK.  Moreover, there may well be little further market available to justify going beyond the UK – a handful of new approvals per country fails to pay for the effort involved.  Perhaps the situation is already critical.






















� Articles of Association


�	For these purposes, a closed user group service operates strictly within a specific community of users, each of whom receives issue of a credential, the use of which is specifically restricted to that community.  In the case of a certificate-based service, the certificate policy will directly specify this limitation of usage.  The users within a closed user group will already be in a contractual relationship with the service provider independent of the service conditions.  For example, such users could be employees of a large corporation or account holders at a bank


�	That is, not being part of the same organisation or community.


�	HMG, as the prospective relying party, has fully funded the initial development of the new approval profile for specific applications accessed via the Government Gateway.


�	Out-sourced PKI systems subordinate to the government root appear to fall into this category.


�	The letter in brackets following each bulletin item indicates status at time of writing:  A – fully active; B – partly active; C – not active.


�	This ignores the implicit use of certificates in browsers creating another larger class of relying parties.


�	The reasonable assumption is that the demand for transaction security increases with the value transacted, howsoever that value is measured.


�	Possibly under an annual licence arrangement from tScheme.  But other commercial models are possible.
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