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tScheme Service Approval

for

Registration Authority or Identity Provider Services

An Explanatory Comparison

This paper describes the essential differences between Registration Authority (RA) and Electronic Identity Provider (IP) services, each of which may be approved by tScheme.

Grant of approval for an RA service is denoted by a tScheme Approved Service Mark (Purple), being distinct from that granted to an approved IP service (Blue).  This distinction enables relying parties to distinguish clearly between the different categories of tScheme approval when comparing services to determine which is appropriate to their requirements.

Health Warning
It is not possible in a brief paper such as this to avoid assuming particular technical solutions and architectures for the purposes of providing context and giving illustration.  The reader should not assume that the technical solutions described here are the only ones possible, either now or in the future.
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The RA receives evidence of an identity from an applicant usually in the form of documents containing claimed attributes such as name, address and National Insurance number.  The RA performs the appropriate level of authentication
 of the received evidence in order to become sufficiently certain of the genuineness of the claimed identity.  When satisfied, the RA signals this through a secure channel to the Certificate Creation and Management function (CCM).  The CCM then creates and signs a digital certificate containing details of the applicant's identity and returns this to the RA.  The RA issues this digital certificate to the applicant
.  The CCM thereafter undertakes management of the issued certificate, especially dealing with revocations
.

The digital certificate holder – the successful applicant – uses the digital certificate to assert his or her electronic identity to relying parties other than the RA or CCM
.
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The IP forms an identity relationship with a user, based on evidence provided by the user that the IP authenticates.  Through this identity the IP may optionally transact its own business with the user
.  The credential on which this identity relationship is based may take various forms
.  The IP manages the identity in a manner that suits its relationship with the user.  At this stage, the identity relationship exists only between the user and the IP.

Subsequently, the IP offers to the user a facility to transact business with a further relying party, using the IP as an intermediary.  To facilitate this, the IP introduces the user to the relying party and asserts or confirms to the relying party information relating to the user – in general this will be whatever the relying party requires to identify unambiguously the user's records, account or similar.  In some cases, the relying party may request further information from the user and may ask the IP to confirm its veracity in part or whole.  On finding all the information valid, the relying party can now transact business with the user. The IP might then proceed to act as a conduit for transactions between the user and the relying party
 or could support the user when he or she proffers the credential that has been issued by the IP to the relying party, with the IP offering real-time verification.  This process may apply solely to one transaction session or may survive many sessions depending on the relationship established between the IP and the relying party.

Liability Models

· Registration Authority

The RA is responsible to the CCM for proper verification of the applicant's evidence under the terms of the contract ruling their relationship
.  Through the issued credential – the digital certificate – the CCM vouches for the applicant's validated identity to relying third parties.  In the general model, there is no direct contractual relationship between the CCM and those relying third parties.  By reference to the issued credential, a relying third party can determine the liability for correctness accepted by the CCM.

· Identity Provider

The IP is responsible to the relying party for proper verification of the user's evidence and the on-going management of any issued credential, in accordance with the specific contract terms that will have been agreed in advance between the IP and the relying party.  This contract determines the liability accepted by the IP for any failure.

Critical Differences

· An RA issues a digital certificate; whereas an IP issues any form of electronic identity, including digital certificates.

· An RA-issued digital certificate is intended for direct use between the user and potentially many relying parties; whereas an IP-issued electronic identity credential is intended for use either between the user and the IP, or between the user and specified relying parties having an established relationship with the IP, with the IP providing the authentication.

· An RA issues a digital certificate that is created and managed by a CCM, and any relying party places its reliance in the CCM
 through the CCM's duty of care rather than through a specific contract; whereas an IP manages the credential that it issues for transactions with its user, and is liable to contracted relying parties for the robustness of this management and the rigour of its initial registration procedures, within the terms of the contract established between the IP and each specific relying party.
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�	Authentication is the process by which credentials, be they real-world or electronic, are checked, both initially at the point of issue of an electronic credential and subsequently at its point of use.  Authentication may also involve establishing at the point of use that the holder is the true owner of the electronic credential, by means of a password or biometric.


�	It is equally valid for the CCM to issue the digital certificate directly to the applicant or otherwise to make it public.


�	This description omits consideration of the source of the registrant's key pair associated with the digital certificate.


�	The RA and the CCM together provide the complete Certification Authority function (CA).


�	An example is an Internet bank account.


�	The identity relationship credential could take the form of a digital certificate, issued by the IP itself or by a third party acting for the IP; or could be an entirely different form of electronic identity credential such as a username and PIN or password.


�	It is likely that the IP will allow such interchanges to proceed in such a way using encryption that the content of interchanges is unintelligible to the IP.


�	The RA and CCM may be part of the one CA, in which case the relationship is different but no less compelling.


�	In the face of a trust failure, an aggrieved relying party would sue the CCM who takes liability.  The CCM would then demand compensation from the RA if the RA had caused the failure.
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