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1 Introduction 

1.1 Purpose 

1.1.1 This document describes the procedures for tScheme assessment of UK 

Police bodies participating in the Police Service PKI, in compliance with the 
Police Service PKI Certificate Policies (CP) [REF A].   

1.1.2 The purpose of the document is to act as a supplement to existing tScheme 

procedures, describing the specifics of the tScheme for Police assessment 
model. 

1.2 Scope 

1.2.1 The scope of the document is to define the tScheme assessment procedures 

for Police bodies participating in the Police Service PKI.  These procedures 
are based on the existing tScheme Required Assessment Procedures [REF 
B]. 

1.2.2 This document summarises the applicable sections of the Required 
Assessment Procedures [REF B] and details the variations specific to the 

Police Service PKI. 

1.2.3 Note that this document does not replace the existing tScheme 
documentation, which it must be read in conjunction with. 

1.3 Audience 

1.3.1 This document is required reading for all those involved in tScheme for 

Police assessments.  These are: 

• tScheme-recognised Assessors (who perform tScheme for Police 
assessments); 

• Police Bodies entitled to operate Certification Authorities and 
Registration Authorities as defined in the Police Service PKI Certificate 

Policies [REF A]); 

• tScheme representatives (who are responsible for the operation of the 
scheme and the continued application and maintenance of these, and 

other, procedures); 

• The Police PKI Policy Management Authority (who are responsible for 

the operation of the Police Service PKI and the compliance of 
participating Trust Service Providers with its Certificate Policies). 
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1.3.2 Note that the tScheme for Police assessment procedure is only applicable to 
UK Police bodies.  tScheme for Police eligibility criteria are further defined in 
section 3. 

1.4 Status 

1.4.1 This is the first issue of tScheme for Police Assessment Procedures for sign-

off by NPIA and tScheme Limited. 

1.5 Document Administration 

1.5.1 Ownership 

1.5.1.1 This document is jointly owned and authorised by tScheme and the Police 
PKI Policy Management Authority (P3MA).   

1.5.2 Monitoring and Review 

1.5.2.1 This document will be reviewed on an annual basis, as a minimum. 

1.5.3 Contact Information 

1.5.3.1 Comments and questions regarding this document should be directed to the 
P3MA single point of contact (SPoC). 

1.5.3.2 P3MA SPoC Email: p3ma@npia.pnn.police.uk 
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2 Overview 

2.1 Police Service PKI 

2.1.1 The Police Service Public Key Infrastructure (PKI) has been implemented 

primarily to support the National Policing Improvement Agency (NPIA) 
Identity and Access Management (IAM) programme by enabling the issuance 
of high-assurance digital credentials for users, devices, applications and 

services.  

2.1.2 The Police Service PKI is governed by the Police PKI Policy Management 

Authority (P3MA), which sets the standard for the Police Service PKI by 
defining, managing and enforcing policy.  This is achieved by implementing 

the Police Service PKI Certificate Policies [REF A]. 

2.1.3 The Police Service PKI Certificate Policies accommodate participating 
organisations operating either as a Certification Authority (CA) or a 

Registration Authority (RA).  The service types and their eligibility for 
tScheme for Police are defined in section 3 of this document. 

2.2 Certificate Policy Compliance 

2.2.1 It is the P3MA’s responsibility is to ensure that there is a consistent and 
appropriate level of trust in the Police Service PKI and all certificates issued  

by participating organisations, ensuring that only authorised individuals have 
access to sensitive data. The P3MA define and publish compliance and audit 

requirements for participating organisations in the Police Service PKI 
Compliance Policy [REF C].  

2.2.2 The P3MA require that Police Service PKI Certification Authorities (CAs) and 

Registration Authorities (RAs) undergo independent tScheme assessment to 
assure the robustness of the organisations’ security services and the 

integrity and rigour of their management and operation.  The assessment 
provides a basis for trust of digital identities across the police service. 

2.2.3 Organisations operating as self-contained CAs or independent RAs are 

eligible for tScheme assessments with a limited scope.  This assessment 
model is termed tScheme for Police.  

2.3 tScheme for Police 

2.3.1 The scope of tScheme for Police assessments is an organisation’s compliance 
with the Police Service PKI Certificate Policies [REF A].  This is achieved by 

leveraging the standard tScheme procedures and Approval Profiles as the 
assessment mechanism. 



NOT PROTECTIVELY MARKED 

 

 

tScheme for Police                     Page 8 of 23  
Assessment Procedures 
V1.0 (09/07/2010) 

 NOT PROTECTIVELY MARKED 

2.3.2 The compliance assessment will not cover wider security issues such as full 
compliance with the ISO 27001:2005 international standard for security, 
therefore the tScheme Base Approval Profile will be excluded from tScheme 

for Police assessments.  

2.3.3 Police Forces of England, Wales, Northern Ireland and Scotland are 

mandated by the Association of Chief Police Officers (ACPO) and the 
Association of Chief Police Officers in Scotland (ACPOS) to attain compliance 
with the ACPO Community Security Policy (CSP), as determined by the ACPO 

Police Information Assurance Board (PIAB), by establishing an information 
security management framework based on ISO/IEC 27002 Code of Practice 

for Information Security, the HMG Security Policy Framework, the 
Government Protective Marking Scheme and CESG Information Security 
Standards and Guidance. 

2.3.4 The combination of the ACPO CSP initiative and the requirement for external 
tScheme assessment of Police Service PKI services shall provide sufficient 

evidence to the P3MA and Police bodies that PKI digital identities may be 
trusted within the Police community. 

2.3.5 tScheme is an internationally recognised assessment standard which will 

provide an independent assessment of Police Service PKI participants.   This 
will allow relying parties and trust service providers, both internal and 

external to the Police community, to make informed decisions as to the level 
of identity assurance provided by Police Service PKI identities.  

2.3.6 To clarify to Trust Service Providers and relying parties outside of the Police 

Service PKI that participating services have not undergone a full tScheme 
assessment, the term tScheme for Police shall be adopted. 

2.3.7 tScheme for Police represents an assessment in accordance with rigorous 
tScheme standards, but with a limited scope and as such is considered a 

lower level of assurance.  
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3 Police Service PKI Service Definitions 

3.1 Overview 

3.1.1 The Police Service PKI consists of a number of Certification Authorities (CAs) 

and Registration Authorities (RAs), amongst other components.  These 
components work in collaboration with each other to deliver a viable and 
trustworthy environment for managing digital certificates. 

3.1.2 This Section 3 defines the CA and RA service types in the context of 
tScheme for Police, the eligibility criteria for assessment and the applicable 

tScheme Approval Profiles for each service type. 

3.2 Certification Authority (CA) Service Definition 

3.2.1 Organisations eligible to operate as Certification Authorities are defined in 
the Police Service PKI Certificate Policies [REF A]. 

3.2.2 An organisation operating a CA is also assumed to be providing RA and 

certificate status validation services and shall be assessed accordingly. 

3.2.3 A CA service provider is considered eligible for tScheme for Police 

assessment as a CA if all CA and RA services are performed by the CA 
organisation.  This does not preclude the CA providing services to external 
organisations if all RA functions and responsibilities are performed by the CA 

organisation. 

3.2.4 In cases where a CA is providing services to one or more external 

organisations acting as RAs, the CA service provider is not eligible for 
tScheme for Police and must undergo a standard tScheme assessment in 
accordance with [REF B].   

3.2.5 In cases where CA organisations are operating additional trust services 
outside of the jurisdiction of the P3MA and the Police Service PKI Certificate 

Policies (e.g. issuing certificates under local policies), these additional 
services may not necessarily be subject to inclusion within the scope of the 
tScheme for Police assessment.  It shall be at the discretion of the 

independent tScheme assessor to determine whether any additional trust 
services operated by the CA affect the integrity of services operated as part 

of the Police Service PKI.  Local CA services are not precluded from tScheme 
for Police assessment, should an organisation wish to extend the scope of 
their own assessment. 

3.3 Registration Authority (RA) Service Definition 

3.3.1 Organisations eligible to operate as Registration Authorities are defined in 

the Police Service PKI Certificate Policies [REF A]. 
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3.3.2 Organisations operating as Registration Authorities shall be subject to 
assessment against the Approval Profiles identified below. 

3.3.3 Organisations operating independent RAs subscribing to a governing CA 

must complete the full tScheme for Police assessment procedure as defined 
in sections 4 - 8. 

3.4 Approval Profile Applicability 

3.4.1 tScheme for Police applicants shall be assessed against the following 
tScheme Approval Profiles: 

Approval Profile CA RA 

Approval Profile for Registration � � 

Approval Profile for a Certification Authority �  

Approval Profile for Certificate Generation �  

Approval Profile for Certificate Dissemination �  

Approval Profile for Certificate Status Management �  

Approval Profile for Certificate Status Validation �  

3.5 Approval Profiles and the Police Service PKI Certificate Policies 

3.5.1 The clauses contained within the tScheme Approval Profiles are designed to 
cover a broad range of trust services and as such do not correlate in entirety 

to the requirements of the Police Service PKI Certificate Policies (CP) [REF 
A]; however, the tScheme Approval Profiles do represent a recognised 
methodology for assessing trust services to high quality standards and to a 

high degree of rigour. 

3.5.2 In addition to the specific clauses set out in the tScheme Approval Profiles, 

organisations are required to comply with all sections of the Police Service 
PKI Certificate Policies relevant to the service they are operating, and should 
be prepared to be assessed accordingly.  Compliance with the Police Service 

PKI CP shall be a mandatory declaration included in all tScheme for Police 
applicants’ Statement of Services Subject to Assessment (S3A). 

3.5.3 tScheme Approval Profile clauses specific to Qualified Certificates are not 
applicable to tScheme for Police Assessments. 
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4 Registering for an Assessment 

4.1 Overview 

4.1.1 Registration for a tScheme for Police assessment has been tailored to meet 

the specific requirements of tScheme, the P3MA and participating Police 
bodies. 

4.1.2 The standard tScheme procedure of an organisation requesting Registered 

Applicant status and agreeing the associated terms and conditions is 
substituted in the case of tScheme for Police with a single letter of 

application from the applicant organisation to tScheme and a purchase order 
for the Application fee. 

4.1.3 All eligible CAs and RAs are required to follow the registration procedure 
below. 

4.2 Registration Procedure 

4.2.1 Organisations must first select a tScheme-recognised assessor prior to 
registering with tScheme.  The list of recognised assessors is maintained at 

www.tscheme.org.   

4.2.2 Prior to registering with tScheme, organisations shall complete an Outline 
Statement of Services Subject to Assessment (S3A) document, in 

accordance with the Model tScheme for Police Outline S3A [REF J]. 

4.2.3 Organisations shall submit to tScheme Limited their completed Outline S3A 

together with either a completed tScheme for Police CA Applicant Letter 
[REF E] or a completed tScheme for Police RA Applicant Letter [REF F], as 
appropriate, and a purchase order for the appropriate Application fee as per 

Appendix B. 

4.2.4 tScheme will communicate receipt of tScheme for Police applications to the 

P3MA, as appropriate. 

4.2.5 Registrations of individual organisations for tScheme for Police will not be 
published via the tScheme website. 

4.2.6 The Business Process for Obtaining Certification from the Police Service PKI 
Root Issuing Authority [REF D] document provides further information as to 

when tScheme registration should be submitted in relation to the overall 
process of joining the Police Service PKI. 
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4.3 Additional Reading Required 

4.3.1 The following additional documents should be read in conjunction with this 
document when registering for a tScheme for Police assessment: 

� Police Service PKI Compliance Policy [REF C] 

� Business Process for Obtaining Certification from the Police Service 

PKI Root Issuing Authority [REF D] 

� tScheme Required Assessment Procedures [REF B] 

4.4 Resources 

4.4.1 tScheme for Police applicants are required to use the following resources 
when preparing for registration: 

� tScheme for Police CA Applicant Letter [REF E] 

� tScheme for Police RA Applicant Letter [REF F] 

� Model tScheme for Police Outline S3A [REF J] 
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5 Contracting for an Assessment 

5.1 Overview 

5.1.1 tScheme for Police applicants shall form a contractual agreement with a 

tScheme-recognised assessor for the independent assessment of their 
defined trust services. 

5.1.2 Contracts for assessment are solely between the applicant organisation and 

their selected tScheme assessor and are independent of tScheme Limited 
and the P3MA. 

5.1.3 All eligible CAs and RAs are required to contract directly with a tScheme-
recognised assessor for the performance of a tScheme for Police assessment 

as described in section 6.  

5.2 Additional Reading Required 

5.2.1 The following additional documents should be read in conjunction with this 

document when registering for a tScheme for Police assessment: 

� tScheme Required Assessment Procedures [REF B] 

5.3 Resources 

5.3.1 The list of tScheme-recognised assessors can be found at the following 
location: 

http://www.tscheme.org/directory/assessors.html 
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6 Performance of Assessments 

6.1 Overview 

6.1.1 The performance of tScheme for Police assessment shall be carried out in 

accordance with standard tScheme procedures.  

6.1.2 The scope and criteria for assessments are determined by the service 
description and approval profiles included as part of the S3A, the details of 

which are agreed between the applicant organisation and their chosen 
assessor.  

6.2 Assessment Schedule 

6.2.1 Based on assessment against a common Certificate Policy applicable to all 

tScheme for Police applicants, and the exclusion of the tScheme Base 
Approval Profile, the tScheme for Police assessment schedule shall be 
consolidated into two main stages: 

• Stage I – Documentation Assessment 

• Stage II – Objective Evidence Assessment 

6.2.2 The Business Process for Obtaining Certification from the Police Service PKI 
Root Issuing Authority [REF D] document provides further information as to 
when stages of tScheme for Police assessment should be undertaken in 

relation to the overall process of joining the Police Service PKI. 

6.3 Stage I Assessment 

6.3.1 Applicant organisations shall undergo a tScheme for Police Stage I 
assessment prior to certification from the Police Service PKI Root CA, in 
order to provide the P3MA with an independent readiness assessment of the 

organisation’s procedures and practices’ compliance with the Police Service 
PKI Certificate Policies [REF A].  

6.3.2 Stage I assessments shall cover the following documents: 

� Statement of Services Subject to Assessment (S3A); 

� Approval Profiles; 

� Certification Practice Statement (CPS); 

� RMADS; 

� [Supporting Procedures and Practices]; 
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� [Evidence of Authority]. 

6.3.3 Applicant organisations shall provide all of the above documentation in 
completed form to the assessor. 

6.3.4 The assessor shall review the provided documentation and produce a Stage 
I assessment report.  The time required to perform a Stage I tScheme for 

Police assessment shall be determined by the independent tScheme 
assessor.  The duration of an assessment is dependent on the organisation 
under assessment’s state of readiness and provision of the required 

document set and evidential records. 

6.3.5 Where the assessment report identifies non-conformities, the applicant 

organisation and assessor shall determine an appropriate course of action to 
address any deficiencies. 

6.3.6 On completion of a successful Stage I assessment, the applicant 

organisation shall send the assessment report to the P3MA as evidence or 
readiness for certificate signing.  On approval of the P3MA the applicant 

organisation may progress with certificate signing as described in the 
Business Process for Obtaining Certification from the Police Service PKI Root 
Issuing Authority [REF D]. 

6.4 Witnessing of Key-Signing Ceremony 

6.4.1 As part of the preparation for the CA certificate signing process, applicant 

organisations must arrange for a tScheme assessor, or an independent, 
demonstrably competent representative (e.g. a representative of the P3MA), 
to be present to witness the CA’s key-signing ceremony in order to ensure 

suitably controlled conditions are in place and the defined procedures are 
followed. 

6.4.2 A record of the key-signing ceremony, identifying the people involved, their 
roles and the outcome of the ceremony shall be maintained by the applicant 

organisation for the lifetime of the key. 

6.5 Stage II Assessment 

6.5.1 Following certification of the applicant organisation by the Police Service PKI 

Root CA, the organisation is required to undergo a tScheme objective 
evidence assessment. 

6.5.2 The assessor shall review the objective evidence as required and produce a 
Stage II assessment report.  The time required to perform a Stage II 
tScheme for Police assessment shall be determined by the independent 

tScheme assessor.  The duration of an assessment is dependent on the 
organisation under assessment’s state of readiness and provision of the 

required document set and evidential records. 
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6.5.3 Where the assessment report identifies non-conformities, the applicant 
organisation and assessor shall determine an appropriate course of action to 
address any deficiencies. 

6.5.4 On completion of a successful Stage II assessment, the applicant 
organisation shall apply to tScheme for a Grant of Approval as described in 

Section 7.   

6.6 Additional Reading Required 

6.6.1 The following additional documents should be read in conjunction with this 

document when preparing for a tScheme for Police assessment: 

� tScheme Required Assessment Procedures [REF B] 

� Business Process for Obtaining Certification from the Police Service 
PKI Root Issuing Authority [REF D] 

6.7 Resources 

6.7.1 tScheme for Police applicants are required to use the following resources 
when preparing for an assessment: 

� Model tScheme for Police S3A [REF J] 
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7 Applying for Approval 

7.1 Overview 

7.1.1 Application for tScheme for Police approval has been tailored to meet the 

specific requirements of tScheme, the P3MA and participating Police bodies. 

7.1.2 The standard tScheme procedure of an organisation requesting tScheme 
Approved status and agreeing the associated terms and conditions is 

substituted in the case of tScheme for Police with a single letter of 
submission from the applicant organisation to tScheme, accompanied by the 

tScheme assessors final report and a purchase order for the Initial Licence 
fee.   

7.2 Approval Procedure 

7.2.1 Applications for tScheme for Police approval are only to be submitted to the 
tScheme board following the successful outcome of the Stage II assessment 

and receipt of the assessor’s final report, which will be based on the 
tScheme for Police model report [REF I]. 

7.2.2 Organisations shall submit to tScheme Limited their assessor’s final report 
together with either a completed tScheme for Police CA Submission Letter 
[REF G] or a completed tScheme for Police RA Submission Letter [REF H], as 

appropriate, and a purchase order for the appropriate Initial Licence fee as 
per Appendix B. 

7.2.3 tScheme will communicate the status of tScheme for Police applications to 
the P3MA, as appropriate. 

7.2.4 Approvals of individual organisations for tScheme for Police will not be 

published via the tScheme website. 

7.2.5 The Business Process for Obtaining Certification from the Police Service PKI 

Root Issuing Authority [REF D] document provides further information as to 
when tScheme approval should be completed in relation to the overall 
process of joining the Police Service PKI. 

7.3 Additional Reading Required 

7.3.1 The following additional documents should be read in conjunction with this 

document when applying for a tScheme for Police Grant of Approval: 

� tScheme Required Assessment Procedures [REF B] 

� Business Process for Obtaining Certification from the Police Service 

PKI Root Issuing Authority [REF D] 
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� Model tScheme for Police Assessment Report [REF I] 

7.4 Resources 

7.4.1 tScheme for Police applicants are required to use the following resources 

when applying for a tScheme for Police Grant of Approval: 

� tScheme for Police CA Submission Letter [REF G] 

� tScheme for Police RA Submission Letter [REF H] 
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8 Ongoing Good Conduct 

8.1 Overview 

8.1.1 Following initial tScheme for Police approval, Police Service PKI CAs and RAs 

shall be subject to a full re-assessment every three years. 

8.1.2 Between full tScheme for Police assessments, approved organisations shall 
be subject to an annual maintenance assessment. 

8.2 Ongoing Assessment Procedure 

8.2.1 Organisation shall contract with a tScheme-recognised assessor to conduct 

an interim assessment that shall take place no more than twelve months 
after the previous assessment. 

8.2.2 The scope of the annual assessment will cover all controls from the 
applicable tScheme Profiles as determined by the tScheme Assessor. 

8.2.3 The assessor shall review the evidence as required and produce an interim 

assessment report based on the tScheme for Police model report [REF I].  
The time required to perform an interim tScheme for Police assessment shall 

be determined by the independent tScheme assessor.  The duration of an 
assessment is dependent on the organisation under assessment’s state of 
readiness and provision of the required document set and evidential records. 

8.2.4 Where the assessment report identifies non-conformities, the applicant 
organisation and assessor shall determine an appropriate course of action to 

address any deficiencies. 

8.2.5 Organisations shall submit to tScheme Limited their assessor’s interim 
assessment report together with a purchase order for the appropriate annual 

license fee1 as per Appendix B. 

8.2.6 tScheme will communicate the status of tScheme for Police annual 

assessment to the P3MA, as appropriate. 

8.2.7 Organisations shall undergo a full re-assessment, in accordance with the 
procedures described in this document, no more than three years after the 

previous full assessment. 

                                            

1
 Note that following payment of the tScheme for Police fee on initial approval, 

organisations are only required to pay the annual license fee in subsequent years. 
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8.3 Additional Reading Required 

8.3.1 The following additional documents should be read in conjunction with this 
document when preparing for a tScheme for Police annual assessment or full 

re-assessment: 

� tScheme Required Assessment Procedures [REF B] 

� Model tScheme for Police Assessment Report [REF I] 
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B Schedule of Fees 

B.1 Fees for tScheme for Police Assessments 

B.1.1 The following fees are set by an agreement between the National 
Policing Improvement Agency (NPIA), on behalf of the Police PKI 

Policy Management Authority (P3MA), and tScheme Limited solely for 
the purpose of the supporting the tScheme for Police process. 

B.1.2 The fees relate only to Police Bodies and other organisations entitled 

to operate Certification Authorities and Registration Authorities as 
defined in the Police Service PKI Certificate Policies [REF A]. 

B.1.3 The fees stated represent reduction to the registration fees for full 
tScheme approvals on the basis that they do not include the Base 
Profile. 

B.1.4 Note that these fees DO NOT include the cost of assessment, which 
must be agreed between the applicant organisation and their selected 

tScheme-recognised assessor. 

Operating Model Initial 
License Fee 

Annual 
License Fee 

Police Service PKI Certification 
Authority 

£4,000 £2,000 

Police Service PKI Registration 
Authority 

£2,000 £1,000 

 

B.1.5 An Application fee of 50% of the Initial License fee is due at the time 
of Registration for a tScheme for Police assessment. Provided a 
successful application for tScheme for Police approval is received 

within one calendar year of Registration, the Initial License fee will be 
discounted by the whole of the Application fee. 

  




