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Executive summary

This document defines the tScheme criteria against which organisations must be successfully
assessed in order to be eligible for approval for the provision of Certificate Generation
services.

QC:

Where text appears in the body of the document in a box headed ‘QC’ (as is this box) that text
relates specifically to services claiming to offer services in support of Qualified Certificates (QC) as
defined in [DIR 99/93], and such services must fulfil the requirements expressed or indicated within
that box.
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1. INTRODUCTION

This Approval Profile is one of a number developed by £Scheme against which TSPs offering trust
services may be assessed by tScheme-recognised Assessors. It addresses the provision of a Certificate
Generation service and may be one of a selection which a TSP has identified within the definition of its
Service(s) Subject to Assessment. It must, as a minimum, be applied in combination with the Base

Approval Profile.

Full details of Approval Profiles and the Approval Process may be found on the tScheme website.

Definitions of terms and acronyms not defined in this document may be found in the tScheme Glossary
of Terms
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SCOPE AND RELATION TO OTHER PROFILES.

The criteria given in this Approval Profile are related to the provision of services which result in the
creation of an electronic certificate, signed on behalf of an issuing CA in a manner conforming to a
published Certificate Policy.

This service component relies on:

1. services for the registration and verification of the identity of an entity who is entitled to a
certificate, together with any qualifying attributes (date of birth, address, credit rating, etc.) as
appropriate to the governing Certificate Policy, such as covered by the Approval Profile for

Registration;

2. cryptographic key generation such as covered by the Approval Profiles for Signing Key Pair
Management and Confidentiality Key Pair Management.

With the exception of the Base Approval Profile, the criteria given in this Approval Profile are not
directly related to any other Approval Profiles, i.e. it may be used in isolation and is not dependent
upon a successful assessment against any other Approval Profile.
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3.1

3.2

CRITERIA

The applicability of this Approval Profile must be described in a Specification of Service(s) Subject to
Assessment (S3A), as described in Preparing for an Assessment.

Compliance with this Approval Profile will be achieved by demonstrating compliance with the
following criteria:

Service Definition

The Service Definition must state clearly the following service attributes:
1. which certificate formats it supports

2.  the means by which Certificate Policy requirements relating to the contents of certificates are
implemented in the generation process;

3. how the authorisation to generate certificates is authenticated:

>

the response times which it offers to properly authenticated authorisations for certificate
generation;

what is done with certificates once they have been generated';
how the CA’s signing key is generated, securely managed and applied to completed” certificates;

which CA algorithms and key lengths are supported

®© =N w

which service levels are provided.

Where the TSP provides the service under more than one Certificate Policy, the identity of the
applicable Policy must always be specified.

Creation of Certificates

The TSP must state clearly the Certificate formats it is capable of creating and the contents with which
it will populate Certificates. Typically this would be by reference to appropriate standards defining
Certificate contents and formats.

The TSP must ensure that its CA’s signing keys are used only for the purposes of generating
certificates, within physically secure premises.

For example they may be returned to the requestor, they may be stored in a database under the control
of the TSP or they may be passed directly to a Certificate Dissemination Service, according to the
Policy under which the certificates are being issued.

L.e those certificates which have had placed into them, conformant with the specified format, the
correct content relating to the Policy under which certificates are being issued, the public key and other
details relating to the subscriber, and the certifier’s identity.
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The TSP must ensure that its CA’s signing keys are not used beyond the end of their life cycle. In
particular, all copies of the CA’s signing keys shall be:

1. destroyed such that the private keys cannot be retrieved; or

2. archived in a manner such that they are protected against being put back into use.

The TSP must ensure the security of cryptographic hardware throughout its lifecycle. In particular the
it must ensure that:

1. certificate signing cryptographic hardware is not tampered with during shipment;

2. certificate signing cryptographic hardware is not tampered with while stored;

3. the use of certificate signing cryptographic hardware requires a minimum of two trusted
employees whilst holding valid certification signing keys;

4. certificate signing cryptographic hardware is functioning correctly;
5. The CA’s signing keys stored on its cryptographic hardware are destroyed upon device retirement.
The TSP must issue a new certificate using the subscriber's previously certified public key, only if its

cryptographic security is still sufficient for the new certificate's intended lifetime and no indications
exist that the subscriber's private key has been compromised.

QC:

Where the TSP is claiming that the certificates generated are Qualified Certificates as defined in [DIR
99/93], the Criteria listed in [QCP] Sections 7.2.1 and 7.2.2 must be satisfied in respect of keys used to
sign such certificates.

3.3 Records

The TSP must capture and retain records of all actions undertaken or events that occur, and the times at
which they occurred. It must also state the period for which such records are to be retained, with a
clear justification for the basis of determining the stated period. The records are to include:

1.  all certificate generation requests received,;

2. whether such requests are fulfilled or rejected;

3. location and movement of all devices used to store the issuing CA’s signing keys;
4.  all certificates issued (including the identity of the issuing CA);
5

the authentication data relating to the source of a certificate generation authorisation and the
information provided with it (e.g. registration data, identity of requesting party, ...);

6. all major events in the lifecycle of the CA’s private keys;
7. all major events in the lifecycle of the issuing CAs’ certificates.
Additionally, the TSP must keep records of any service-specific changes in status which may affect

their claim of conformance with this £Scheme Approval Profile (or any on which a claim of
conformance is based).

Furthermore, the TSP must show that they have in place appropriate audit procedures to apply self-
monitoring and provide evidence of such records where the service is already operational.
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These records must be protected against unauthorised access and be made available within a reasonable
period following a properly justified and authorised request.
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4. ABOUT EVIDENCE

Most of the evidence required of a TSP is of the same general form whatever the service being
assessed. There is some flexibility here, but the specific forms of evidence for each assessment must be
agreed with the tScheme-recognised Assessor before assessment can start. More information is given in
Preparing for an Assessment.

For some Approval Profiles however, there are specific standards’ that could apply, and to which prior
conformance could be demonstrated. Thus, rather than offering point by point evidence, a TSP can
offer evidence of already established conformance to appropriate standards. For this Approval Profile,
there are no actual standards that are specific to it.

? Within tScheme’s Approval Profiles the term ‘standard’ is intended to include both formal (de jure) and de
facto Standards, recognised industry schemes, and other means of demonstrating levels of performance
and practice having similar merit.
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