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Electronic Signatures, Electronic Trust Services, tScheme and Approvals

Questions and Answers

How important are electronic transactions?

The potential content of electronic transactions is nearly limitless.  Apart from words, there can be still images, motion video, recorded sound, computer programs and so on, in fact anything that can be digitised.  This means that the potential uses are equally wide.  This in turn means that the content can have considerable value.  It could be critical business information.  It could be sensitive health records.  It could commit the sender and recipient to expensive action such as signing a supply contract.
The use of electronic transactions is already widespread.  It is estimated that more than ten billion e-mail messages are sent every single day.  The vast majority of businesses and most Internet-active individuals regularly make contractual arrangements in purely digital form across public networks, including travel bookings, share dealing and retail banking.  Some businesses, such as foreign exchange dealing, conduct nearly all their transactions electronically.  The daily global value of all these transactions reportedly exceeds one trillion US dollars.  The world would already be a very much less efficient place without electronic transactions.

Why use electronic signatures?

The challenge now is to ensure that all these electronic transactions are secure ones.  To date we have focused on creating closed groups who know each other through relationships in the tangible world.  For example, the relationship will start with the signing of a traditional contract on paper and exchanging information by non-electronic means.  This technique does not work for parties who only meet electronically, especially when it's for just one transaction across the Internet.

Anyone who uses the Internet sooner or later realises that it is an open public network.  Each and every message goes by an essentially unpredictable route from the sender to the recipient through the hands of a variety of strangers.  The analogy here is writing a message on a postcard rather than in a sealed letter.  Most of the strangers allow the message to pass unread and unaltered.  (A more common threat ‑ machine malfunction ‑ is easily detected.)  But this good behaviour is far from guaranteed.  Any one of those handling the message could read it (loss of privacy), alter it (loss of integrity) or capture the sender's details and pretend to be the sender (loss of authenticity).  Because of this potential for subversion, a sender can claim, rightly or wrongly, that someone unknown has tampered with his message ‑ and can therefore deny that he ever sent it in that form, or at all (repudiation): and a potentially highly important transaction is then at risk These are real threats.

For all transactions that are important, sensitive, or of high value, the solution is to put the message in the electronic equivalent of an envelope and to seal it with the electronic equivalent of sealing wax with the impression of a stamp.  Just as with messages on paper, properly sealed in real envelopes, this way we can be as sure as we practically want to be that the message has remained private, is as sent and comes from whom it claims.  The electronic version of this technique involves the use of cryptography.  Cryptography is capable of providing the foundations for what we require to achieve our aims of privacy, integrity, authenticity and non-repudiation.  Use of cryptography for this purpose is what is we mean by an electronic signature.

Why do we need electronic trust services?

The practical use of cryptography for electronic signatures depends on involving individuals – third parties to the transactions – to provide the sender with the electronic equivalents of the envelope, sealing wax and stamp and the recipient with the means to open the electronic package when it arrives.  These third parties of course have to be trustworthy too; in fact what they are providing is an electronic trust service.  There are a number of different types of service, depending on the sender’s level of need for security.

The bottom line is that electronic trust services are the practical means to making the Internet and other open networks operate to our advantage without downside risk.  With the right electronic trust services at our disposal, we can communicate and transact with confidence.  We can be sure that no one will read our messages without us knowing.  We can be sure that our messages are received exactly as sent.  We can be sure that the recipient will identify our messages as coming from us and no one else.  When we act in good faith on a message then the sender will not be able later to deny that he sent it.  Only when we have this confidence will we commit our most valuable information – medical results, financial records, business secrets – to the Internet, and do business itself, especially agreeing contracts of large value, on the Internet.  This makes this confidence a valuable prize in its own right.  This is why we need electronic trust services.

Key messages:

Use of the Internet provides substantial benefits in time and cost and has the potential to create new and improved ways of doing things.

Internet use requires electronic trust services based on cryptography to create sufficient security for all serious applications.

What makes an electronic trust service genuinely trustworthy?

Cryptography is a branch of mathematics and enjoys all the rigour and absoluteness expected of anything mathematical.  No ordinary person need worry about whether the cryptographic methods which we typically use on the Internet work or not.  They do.  Perhaps that should be the end of the story but it isn't.  As with any other technology, cryptography also depends on the humans and the businesses which exploit it for us.  An analogy is the metal safe in the corner which is only as secure as the locksmith who made the key. How do we know that he didn't keep a copy at his workshop, which could be stolen and used to rob us?

Just as with the metal safe, there are many factors which contribute to the trustworthiness of an electronic trust service.  Some are plainly technical and relate to the completeness and robustness of the hardware, software and communications systems used.  In some regards, these are the easiest to get right.  Others are physical.  For example, we don't want all and sundry to have access to the computer hardware which stores vital information.  Others relate to procedures, staffing and training.  We certainly want to know that things are done as they should be and that those doing it are capable and trustworthy.  And then there are issues of setting expectations and meeting them, even when this may involve correction and compensation.  So we want to know exactly what a service will do for us in language that we understand, and we want to know that the provider can put things right rather than go bankrupt or default if there is a shortfall in practice.

A trustworthy electronic trust service is one that attends to all of these dimensions.  It is one that operates, and continues to operate, to current known best practice in every one of these dimensions.

Key messages:

The technology of an electronic trust service on its own is never the complete answer, but the right technology correctly deployed contributes to the answer.

Human beings involved in electronic trust services have to behave correctly too whether in their individual actions or in their relationships to each other.

Users have to understand the characteristics and limitations of what they are using if they are to behave responsibly and play their part.

Why use tScheme approved electronic trust services?

tScheme has created a systematic, objective, reliable way of assessing whether an electronic trust service operates to current best practice.  It involves assessing the service against a list of criteria which cover all aspects of the service as actually operated.  Qualified, independent experts perform the assessments.  Those services which satisfy and continue to satisfy the criteria are granted tScheme approval, and can display the tScheme-approved service mark.  The presence of that mark is a very strong indicator that the service operates to high standards, and that the service supplier is stable, capable and responsible.

Key messages:

tScheme approval demonstrates that an electronic trust service in all its dimensions attains the high standards which render it worthy of trust for business-critical applications.

Why obtain tScheme approval?

The electronic trust services industry is far from mature.  Most potential users have no more than an inkling of the benefits that will accrue from its widespread use as they balance these against reports of viruses, hacking and identity theft.  Anything which, as tScheme approval does, improves confidence in electronic trust services is an advance, because it encourages adoption.  Services which gain early approval mark themselves out as being serious contenders in what is likely to become a highly competitive market.  The result is that gaining approval and displaying the mark potentially stimulates the market and increases market share for the approved service – a double gain.

In any case, the rigours of attaining the standards required for approval is a worthwhile investment in itself.  It is a discipline which ensures that the electronic trust service does indeed operate as management intends and believes.  It ensures the removal of flaws before they have a chance to damage reputation or profit.

There are also likely to be large contracts in the future which will mandate service approval as a condition of tendering.  Providers who may wish to bid for such contracts should start now to adopt the discipline of proving they meet the tScheme criteria, by gaining service approval at the earliest opportunity.

Key messages:

Users will actively seek out electronic trust services which they perceive as attaining high standards of security.

Users will increase their use of electronic trust services as they gain confidence in their effectiveness.

Suppliers of electronic trust services should strive to grow user confidence in their own services and in the whole market.

Who should join tScheme in its mission to achieve widespread approval of electronic trust services?

In the future, electronic trust services will become as fundamental in everyone's lives as, say, retail banking now is.  This implies a truly massive aggregate degree of trust being placed in electronic trust services.  In this sense, every single individual, as well as business and organisation, should take an interest in ensuring that the highest performance standards emerge.  However, the reality is that those who see immediate gain will lead the charge.  They are those who already benefit from using open networks and who want increased security.  This still constitutes a very wide range of potential supporters.  It includes all financial institutions dealing with remote customers, whether for investment, loans, insurance or whatever.  It includes retailers taking orders and receiving payment.  It includes health organisations exchanging personal records.  The list goes on almost without limit.  We all want the same result and tScheme is there to provide it.

Key messages:

Everyone ultimately has an interest in tScheme succeeding.

Current suppliers of electronic trust services should be ardent supporters of tScheme.

Operators and suppliers of Internet-based transaction systems should be early supporters too.
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